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Centralny provisioning manazovanych OCP klastrov
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OCP Cluster Provisioning via ACM

Vyuzivame SiteConfig operatora na instalovanie bare-metal klastrov

Pre automatizované nasadenie bare-metal OpenShift klastra pomocou ACM SiteConfig musia
servery poskytovat podporované BMC rozhranie (napr. Redfish/iDRAC)

Postupnost krokov instalacie OCP pomocou ACM
1. Vygenerovanie SiteConfig YAML definicii
2. Aplikovanie YAML definicii v ACM HUB klastri
3. Sledovanie instalacie klastra

bernetes/2.17/html-single/multi er_engine_operator with_red hat advanced_ er_management/si

& RedHat <5rouP


https://docs.redhat.com/en/documentation/red_hat_advanced_cluster_management_for_kubernetes/2.17/html-single/multicluster_engine_operator_with_red_hat_advanced_cluster_management/siteconfig-intro#siteconfig-intro
https://docs.redhat.com/en/documentation/red_hat_advanced_cluster_management_for_kubernetes/2.17/html-single/multicluster_engine_operator_with_red_hat_advanced_cluster_management/siteconfig-intro#siteconfig-intro
https://docs.redhat.com/en/documentation/red_hat_advanced_cluster_management_for_kubernetes/2.17/html-single/multicluster_engine_operator_with_red_hat_advanced_cluster_management/siteconfig-intro#siteconfig-intro
https://docs.redhat.com/en/documentation/red_hat_advanced_cluster_management_for_kubernetes/2.17/html-single/multicluster_engine_operator_with_red_hat_advanced_cluster_management/siteconfig-intro#siteconfig-intro
https://docs.redhat.com/en/documentation/red_hat_advanced_cluster_management_for_kubernetes/2.17/html-single/multicluster_engine_operator_with_red_hat_advanced_cluster_management/siteconfig-intro#siteconfig-intro
https://docs.redhat.com/en/documentation/red_hat_advanced_cluster_management_for_kubernetes/2.17/html-single/multicluster_engine_operator_with_red_hat_advanced_cluster_management/siteconfig-intro#siteconfig-intro
https://docs.redhat.com/en/documentation/red_hat_advanced_cluster_management_for_kubernetes/2.17/html-single/multicluster_engine_operator_with_red_hat_advanced_cluster_management/siteconfig-intro#siteconfig-intro
https://docs.redhat.com/en/documentation/red_hat_advanced_cluster_management_for_kubernetes/2.17/html-single/multicluster_engine_operator_with_red_hat_advanced_cluster_management/siteconfig-intro#siteconfig-intro

OCP Cluster Provisioning via ACM

1. Vygenerovanie SiteConfig YAML defin

icii

Na generovanie YAML suborov pouzivame Helm generator, ktory konzumuje klaster Specifické

values subory

0-namespace.yaml
- Namespace s nazvom

klastra
1-secrets.yaml

- BMC credentials
- pull-secret

2-configmap.yaml

- trusted-ca-bundle
3-custom-manifests.yaml
- Kubelet parametre

- Chrony konfiguracia
4-clusterinstance.yaml

- CRD

ts Files
Q Search files (*.vue, *rb...)

v 7 templates

v 7 siteconfig
B 0-namespace.yaml
B 1-secrets.yaml
B 2-configmap.yaml
B 3-custom-manifest.yaml
B 4-clusterinstance.yaml
_helpers.tpl

B Chart.yaml

me Readme.md

B values.yaml

¥ main v | install-config-generator / templates / siteconfig / 0-namespace.yaml [

Find file Blame

3bGead7e [  History

& O-namespace.yaml

Joz Update 5 files
Ay

&8 Code owners Assign users and groups as approvers for specific file changes. Learn more. Manage branch rules

B O-namespace.yaml 78 B | R

1 Kkind: Namespace
2 apiVersion: vi
3 metadata:

4 name: {{ .Values.cluster.name }}

i T e - T e e
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apiVersion: sitecontig.open-cluster-management.io/vlalphal
kind: ClusterInstance
metadata:
name: {{ .Values.cluster.name }}
namespace: {{ .Values.acm.namespace )
spec:

extraManifestsRefs:
- name: custom-cluster-manifests
EALMdLd LIE].b .
Infraknv:
agentclusterinstalls.extensions.hive.openshift.io/location: {{ .Values.acm.site}}
networkType: static
ManagedCluster:
cluster.open-cluster-management.io/clusterset: {{ .Values.acm.clusterSet}}

proxy:
httpProxy: {{ .Values.proxy.httpProxy | quote }}
httpsProxy: {{ .values.proxy.httpsProxy | quote }}
noProxy: {{ .Values.proxy.noProxy | quote }}

nodes:
- automatedCleaningMode: metadata
nodelLabels:
{{- if eq ( .infra | toString ) "true" }}

node-role.kubernetes.iofinfra:

{{- end }}
nodeMetwork:

bmcCredentialsName:
name: bmc-{{ %.Values.cluster.name }}-credentials

templateRefs:
- name: ai-node-templates-vl
namespace: open-cluster-management
LPHAI'L;IJ‘.L‘:LLHI'E. ;.6-3_{;4 QGFOUD
bmcAddress: 'idrac-virtualmedia://{{ .bmc }}/redfish/v1/Systems/System.Embedded.1" R
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OpensShift

;. Administrator

Home

Favorites

Ecosystem

Helm

Workloads

GitOps

Networking

Storage

Builds

Observe

Security

v

OCP Cluster Provisioning via ACM
2. Aplikovanie YAML definicii v ACM HUB klastri

) © > (7] v

Create resources from their YAML or JSON
Project: All Projects ~ et ATE
ject: |

Import YAML

Drag and drop YAML or JSON files into the editor, or manually enter files and use --- to separate each definition.

e I

Import from Git

Container images *

® Shortcuts

©eGroup Solutions, a. s. | All Rights Reserved.
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OCP Cluster Provisioning via ACM

3. Sledovanie instalacie klastra

. Vytvori sa Host inventory s jednotlivymi nodami

. Vytvori sa Cluster

ACM zacne instalovat OCP na nody (Jeden z master nodov sa pouZije ako bootstrap)

Po dokonceni instalacie je moZzné sa rovno prekliknut do nového klastra

Group
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OCP Cluster Provisioning via ACM

3. Sledovanie instalacie klastra

= Red Hat "
= OpenShift LA e i
@ Fleet management v Slusterg: > pocpa Grafana [ Download configuration v Actions ¥
pocpa
Home >
Search Overview Nodes Add-ons
Infrastructure v
v Cluster installation progress
Clusters Started on
toration 11/06/2026, 14:26:22

Installed on 11/06/2026, 15:04:32 ©

Host inventory

9 ) o
Observe > o T
Control Planes Workers Intiialization
3 control plane nodes installed 3 workers installed Completed
Ecosystem >

Web Console URL

Data Services > https://console-openshift-console.apps.pocpa.example.com [ _

© Not able to access the Web Console?

Applications Username
kubeadmin <
Governance 8
Password ©
()
()
Credentials i ] @
l (@]

<\
Download kubeconfig | View cluster events Download Installation Logs
e

& RedHat <=Crouwp
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Centralny provisioning manazovanych OCP klastrov
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Po instalacii klastra sa automaticky
aplikuju politiky na prislusny
clusterset => spusti sa konfiguracia
klastra

Pomocou dependencies v politikach
zabezpecCujeme postupnu instalaciu
a konfiguraciu

ACM policies

& RedHat
OpenShift

© Fleet management

Home
Search
Infrastructure
Clusters
Automation
Host inventory
Observe
Ecosystem
Data Services
Applications
Governance

Credentials

-

Governance

Overview Policy sets

Policy set violations o

Policies Discovered policies

B O with violations
B 0 pending

B 7 with no violations

Policy violations o

W O with violations
Vlo\ahuns B Opending
B 55 with no violations

Categories

Access Control 19
Application Lifecycle 3@
Backup EX-]
Cl/CD 6@
Canfiguration Management 5®
Developer Tools 1@
Networking 5@
Observability 4@
PR.IP Information Protection Processes and 1 [}
Procedures

S| System and Information Integrity ]
Security 7@
Storage 3@

Controls
CFG
INST

PR.IP-4 Backups of information are
conducted maintained and tested

51-5 Security Alerts Advisories and
Directives

el
8@
10

Standards

NIST SP 800-53 2@
NIST-CSF 10
Platform Baseline 19Q

latinum Partner
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ACM policies

Co inStalujeme a konfigurujeme

Separovanie projektov v ramci klastrov na urovni ANP
Konfiguracia Backup — pripojenie na IBM Storage Defender
Sietové nastavenia (DNS, ca-bundle)

Instalacia operatorov
 OpenShift Data Foundation
 OpenShift GitOps
* OpenShift Pipelines
* OADP
e Loki Stack
e Aplikacné operatory

Odstranenie kubeadmina a vytvorenie systémovych pouzivatelov

Nasadenie ArgoCD bootstrap aplikacie
:==T= & RedHat =0rowP
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Centralny provisioning manazovanych OCP klastrov
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ArgoCD cluster-bootstrap Application

Applications >  cluster-bootstrap

Clujc,t.er—bootstrap ?pllkaua sa vytya ra Py ——
politikou na manazovanom klastri.

Topology Details

Posledny krok konfiguracie klastra.

Clusters (1): Applications (1): = cluster-bootstrap v Types (2):  Alltypes ~

Pomocou nej nasadzujeme a
spravujeme:

* ClusterLogForwarder
e LokiStack
* OpenShift Logging

* LocalVolumeDiscovery,
LocalVolumeSet, StorageCluster

)
* Modifikacia IngressController-a e |lal x| [ Clusterrolebinding |

. &8 RedHat €5rouP
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Preco pouzivame ACM politiky aj ArgoCD?

ArgoCD zjednodusuije lifecycle aplikacii a prinasa standardny GitOps sp6sob nasadzovania,
zatial' o ACM politiky m6Zu zostat zamerané na klastrovu konfiguraciu a spravu operatorov.

1. Pomocou ArgoCD vieme lepSie definovat postupnost nasadenia => Sync Wave vs policy
dependencies
2. ArgoCD aplikacie sa daju jednoduchsie templatovat => Helm/values files

3. Instalacia a verziovanie operatorov je jednoduchsie pomocou ACM politik

=5 @) RedHat =Oroup
P Solutions



Active-passive ACM HUB

* DR rresenie pre ACM kIaStre Managed «—> Hub cluster 1 Hub cluster 2 Hub cluster 3 Hub cluster N
v , clusters (active) (passive) (passive) (passive)
* Ak padne ACM, tak manazované
kIaStre funguju dla |eJ St(Jres ResI)res ResI)res ResI)res
. . oy scheduled backups latest backups latest backups latest backups
* Na zalohovanie sa pouziva OADP, | | | |
ktory zalohuje data na externé S3
ulozisko
y Manualne preplnanle aCtlve_paSSI\le Passive data Managed clusters activation data
HUB klastrov
Backup

» Verzie OCP, ACM a backup/restore

komponentov musia byt na oboch
, AWS S3 storage or other Velero supported storages
klastroch zhodné => Red Hat
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https://docs.redhat.com/en/documentation/red_hat_advanced_cluster_management_for_kubernetes/2.16/html/business_continuity/business-cont-overview#disaster-recovery
https://docs.redhat.com/en/documentation/red_hat_advanced_cluster_management_for_kubernetes/2.16/html/business_continuity/business-cont-overview#disaster-recovery
https://docs.redhat.com/en/documentation/red_hat_advanced_cluster_management_for_kubernetes/2.16/html/business_continuity/business-cont-overview#disaster-recovery
https://docs.redhat.com/en/documentation/red_hat_advanced_cluster_management_for_kubernetes/2.16/html/business_continuity/business-cont-overview#disaster-recovery
https://docs.redhat.com/en/documentation/red_hat_advanced_cluster_management_for_kubernetes/2.16/html/business_continuity/business-cont-overview#disaster-recovery
https://docs.redhat.com/en/documentation/red_hat_advanced_cluster_management_for_kubernetes/2.16/html/business_continuity/business-cont-overview#disaster-recovery
https://docs.redhat.com/en/documentation/red_hat_advanced_cluster_management_for_kubernetes/2.16/html/business_continuity/business-cont-overview#disaster-recovery
https://docs.redhat.com/en/documentation/red_hat_advanced_cluster_management_for_kubernetes/2.16/html/business_continuity/business-cont-overview#disaster-recovery
https://docs.redhat.com/en/documentation/red_hat_advanced_cluster_management_for_kubernetes/2.16/html/business_continuity/business-cont-overview#disaster-recovery

Regional-DR solution for OpenShift Data Foundation

___________________________________________________________________________________________________________________________________________________________________________________________

Openshift Gitops Openshift Gitops

l Openshift DR Hub Operator I
| ODF Multicluster Orchestrator |

| Openshift Data Foundation |

Openshift nodes

ACM HUB

Platinum Partner

‘ Red Hat

| APP 1 | APP 2 | | Openshift DR Cluster Operator I Replication | Openshift DR Cluster Operator | | APP 1 | APP 2 |
[ Namespace APP-PROD J l Openshift Data Foundation : l Openshift Data Foundation l \ Namespace APP-PROD

0 worker1 0 worker2 0 worker3 o infra1 O infra2 0 infra3 : ; O infra1 o infra2 O infra3 0 worker1 O worker2 O worker3

worker worker worker infra infra infra E 0 infra infra infra worker worker worker

ODF Disks ODF Disks ODF Disks [ . ODF Disks ODF Disks ODF Disks
i ; master1 master2 master3
master1 master2 master3 ! !
PROD DC1 rgr ngr ngr ) g PROD DC2 master AZ1 master AZ2 master AZ3

eBroup
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https://docs.redhat.com/en/documentation/red_hat_openshift_data_foundation/4.20/html/configuring_openshift_data_foundation_disaster_recovery_for_openshift_workloads/rdr-solution
https://docs.redhat.com/en/documentation/red_hat_openshift_data_foundation/4.20/html/configuring_openshift_data_foundation_disaster_recovery_for_openshift_workloads/rdr-solution
https://docs.redhat.com/en/documentation/red_hat_openshift_data_foundation/4.20/html/configuring_openshift_data_foundation_disaster_recovery_for_openshift_workloads/rdr-solution
https://docs.redhat.com/en/documentation/red_hat_openshift_data_foundation/4.20/html/configuring_openshift_data_foundation_disaster_recovery_for_openshift_workloads/rdr-solution
https://docs.redhat.com/en/documentation/red_hat_openshift_data_foundation/4.20/html/configuring_openshift_data_foundation_disaster_recovery_for_openshift_workloads/rdr-solution

Regional-DR solution for OpenShift Data Foundation
Konfiguracia

1. InsStalacia OpenShift Data Foundation Multicluster Orchestrator operatora na ACM HUB klastri

ODF Multicluster Orchestrator x
Provided by Red Hat
@ Installed
Channel ' N
stabla-4.20 - Installed Operator

This Operator has been installed on the cluster. View it here.

Version Installed Channel Installed Version
4.20.18-rhodf - stable-4.20 4.20.17-rhodf
b S
Capability level ) . . . .
Orchestrator for OpenShift Data Foundation clusters running across multiple OpenShift clusters. It uses
@ BasicInstall Red Hat Advanced Cluster Management for Kubernetes as the multicluster control plane.

|
@ Seamless Upgrades
|

Source

Red Hat

Provider
Red Hat
ebroup
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prod-prostredie

Overview

Konfiguracia
2. Konfiguracia Submariner addonu medzi manazovanymi klastrami

Regional-DR solution for OpenShift Data Foundation

Submariner add-ons

>

Cluster list

* V pripade overlapujucich pod/service sieti, je nutna konfiguracia GlobalNet
prod-prostredie

Cluster pools
Multicluster networking

User management

Q Search
Cluster 1

Actions
pocpa

v
Install Submariner add-ons Actions ¥
Infrastructure
é=3 Host inventory
pocpb

Connection status
=3 Host inventory

@ Healthy

Agent status

@ Healthy
@ Healthy
©eGroup Solutions, a. s. | All Rights Reserved

1-20f2 ~

Gateway nodes labeled

@ Nodes labeled
@ Healthy

@ Nodes labeled
1-2of2items +

«

of1page > »

‘ RedHat
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Regional-DR solution for OpenShift Data Foundation

3. Konfiguracia SSL trusted spojenia medzi ACM a manazovanymi OCP klastrami
* Vytvorenie CM s ingress certifikatmi klastrov
* Nastavenie pouzivania danej CM v konfiguracii cluster proxy

kind: ConfigMap
apiVersion: vl
metadata:

name: user-ca-bundle

apiVersion: config.openshift.io/vl
kind: Proxy
metadata:

name: cluster

namespace: openshift-contig
data:
ca-bundle.crt:

spec:
trustedCA:
name: user-ca-bundle

= @@ RedHat =5oup
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Regional-DR solution for OpenShift Data Foundation

4. Vytvorenie DRPolicy s definiciou synchronizacie medzi manazovanymi klastrami

apiVersion:
kind: DRPolicy
metadata:
name: prod-5min-async
spec:
drCluster
- prﬂda
- prodb

Pepllraflﬁﬂles Selector:

schedulingInterval:
wulumerrnup:ndpfhc
volumeSnapshotCla

Konfiguracia

ramendr .openshift.io/vlalphal

Conditions

@ Jun 24,2026, 9:48 AM

Reason Message

Succeeded drpolicy validated

‘ RedHat <€0roup

= ||||||||
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Regional-DR solution for OpenShift Data Foundation

Enroll aplikacie do DR

Enroll managed application x

Application: test-app (Namespace: infra-prod-argocd)

1 Policy Policy

2 PersistentVolumeClaim R TR

g ) Clusters: pocpa,pocpb
e Review and assign

Replication type: Asynchronous

Sync interval: 5 minutes

PVC details
Application resource: test-app-placement Pod Statu
PVC label selector:  app.kubernetes.io/name=sleep-pod 1

ebroup

Solutions

©eGroup Solutions, a. s. | All Rights Reserved.




Regional-DR solution for OpenShift Data Foundation

Relokacia aplikacie

Relocate application -

Relocating terminates your application on its current cluster, syncs its most recent snapshot to the selected target

cluster, and then brings up your application.

Application: @ test-app

Targetcluster: @ pocpb
Last available: 22 Apr 2026, 10:12 UTC

Relocate readiness: @ Ready
Pod Statu

21Sept 2026, 13:30 UTC
Q1 Q1

Volume last synced on:

& RedHat e5rou

Platinum Partner

©eGroup Solutions, a. s. | All Rights Reserved.



Regional-DR solution for OpenShift Data Foundation

Relokacia aplikacie

i) Relocate in progress X

Deploying the application on the target cluster.

Primary cluster

pocpa

Target cluster

pocpb

Status

Relocating

ta

Learn about different relocate status [£

T=.
Solutions
artner

5 “" ]
S
1

©eGroup Solutions, a. s. | All Rights Reserved.
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Centralna sprava a nasadzovanie aplikacii

* Dva druhy aplikacii (stateless a statefull) => dva pohlady na centralny manazment
e Zaklad je GitOps

* Dva spbsoby nasadzovania aplikacii do manazovanych klastrov => ArgoCD Push a Pull model
* My pouzivame pull model (ArgoCD workload bezi na manazovanych klastroch, ak vypadne ACM, stale viem
nasadzovat nové verzie aplikacii)

* Helm chart je potrebné mat navrhnuty tak, aby ked sa zmeni Placement nasadenia aplikacie, tak sa
pouziju values pre konkrétny klaster

= & RedHat €5roup

.
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Centralna sprava a nasadzovanie aplikacii

Aplikacie sa renderuju na klastre
pomocou ApplicationSet-u

Ak je potrebnd postupnost
nasadenia/preklopenia aplikacie =>
ArgoCD Sync Wave

V gite mame ulozené vsetky objekty
potrebné pre nasadenie aplikacie
(AplicationSet, Placement,
PlacementBinding)

Nasadenie a preklopenie aplikacie sa
riadi pomocou zmeny Placementu v
gite. Vieme definovat na ktorom
klastri/klastroch ndm ma aplikacia
bezat

apiVersion: cluster.open-cluster-management.io/vlbetal
kind: Placement
metadata:
name: test-app-placement
e: infra-prod-argocd
Spec:
clustersets:

- prod-prostredie

predicates:

- requiredClustersSelector:
claimSelector: {}
labelSelector:

matchExpressions:

- key: name
operator: In
values:

- pocpa

eBroup
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Centralna sprava a nasadzovanie aplikacii

Na preklapanie aplikacii vyuzivame
Regional-DR solution for ODF

Preklapanie sa robi manualne.
Administrator , klika“ Realocate/Failover

a sleduje priebeh

V gite mame ulozené objekty
ApplicationSet, Placement,
DRPlacementControl

* ignoreDifferences na action:

Ostatné objekty spravuje Ramen

apiVersion: ramendr.openshift.io/vlalphal
kind: DRPlacementControl

metadata:
name: test-app-placement-drpc
namespace: infra-prod-argocd

spec:
action: Relocate
drPolicyRef:
apiVersion: ramendr.openshift.io/vlalphal
kind: DRPolicy
name: prod-5min-async
failoverCluster: pocpb
placementRef:
apiVersion: cluster.open-cluster-management.io/vibetal
kind: Placement
name: test-app-placement
namespace: infra-prod-argocd
preferredCluster: pocpa
pvcselector:
matchExpressions:
- key: app.kubernetes.io/name
operator: In
values:
- sleep-pod

T
]
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Update clusters

Select the new versions for

irreversible.

Name 1

tocp

Manazované klastre
« TEST, BUILD, INT,...

the clusters that you want to update. Only the selected clusters that can be

Ako rieSsime upgrade?

Regional-DR solution for ODF

e EUS to EUS — celé prostredie musi ist

Naraz

* Relokacia aplikacii nie je podporovana

pocas upgradu klastrov
updated and have available updates are listed. This action is [ ] Post u p u p g ra d u

Pause worker nodes
e Mastre ainfra na PROD a ACM klastroch

New version 4_20 => 4.21
42037 . e ODF na PROD a ACM klastroch 4.20 =>4.21
View release notes * ODF Multicluster Orchestrator 4.20 => 4.21

e Mastre ainfra na PROD a ACM klastroch

4.21=>4.22

e ODF na PROD a ACM klastroch 4.21 =>4.22

e ODF Multicluster Orchestrator 4.21 => 4.22

e Unpause worker nodes 4.20 =>4.22
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Zalohovanie

Konfiguracia klastrov ACM Aplikacné data

‘ Red Hat / \

®
glto ps . P> 1BM storage
N
OADP (OpenShift API| for Data 0 J/ Defender

Protection) operator sets up and .
installs Data Protection...

4

iy

Solutions

& [l

& RedHat =5row

ol

°
ner

=

©eGroup Solutions, a. s. | All Rights Reserved. :
tinum Par’



Dakujem za pozornost
Martin Mikvy
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