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Introduction of Red Hat Satellite Public

What is Red Hat Satellite 6

Red Hat Satellite 6 is an on-premise management platform designed to
automate the provisioning, patching, configuration, and compliance
monitoring of Red Hat Enterprise Linux (RHEL) infrastructure at scale.

It centralizes content distribution across physical, virtual, and cloud
environments to maintain security and consistency.



Introduction of Red Hat Satellite Public

What is new in Red Hat Satellite 6.18

» Rolling content views
» Read-only MCP server
» Lightspeed Advisor GA, Vulnerability as tech-preview
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What is new in Red Hat Satellite 6.19

» Multi-content-view management
» Patching using MCP

> Provisioning on OpenShift Virtualization
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What is new in upcoming Red Hat Satellite 6

» Post Quantum Cryptography

» Containerization + new installer
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Introduction of Red Hat Lightspeed for RHEL Public

What is Red Hat Lightspeed

Red Hat® Lightspeed, formerly known as Red Hat Insights, is a series of
system management tools that predicts risks, identifies security issues
and recommends actions across Red Hat platforms.

» Available as cloud services and now on premises via Red Hat Satellite
» Assessing and monitoring of

configuration issues

security vulnerabilities on RHEL systems

security policy compliance



Configuration Recommendations

Recommendations » Decreased security: OpenSSH PermitEmptyPasswords settings

Decreased security: OpenSSH
PermitEmptyPasswords settings

Recommendation last modified on: 20 Oct 2024 @ Security

The security gets decreased due to OpenSSH PermitEmptyPasswords enabled.

Knowledgebase article Z

Total risk
= Moderate
High likelihood
High impact
Risk of change

Actions

Very Low  The risk of change is very low, because the change takes very little time to

implement and there is minimal impact to system operations.

System reboot is not required.

Q ‘ & Download playbook

1 Affected System
Iselected « Y Name «  Filter by name
Name oS
serverl.emea.example.com RHEL 9.8

Lastseen ®

28 minutes ago

1-10f1

v
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1-10f1 =

Firstimpacted

28 minutes ago

-
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Stability,
Performance and
Security recommendations

>

Configuration issues
Resolutions

Remediations with
playbooks



Vulnerability Management Public

Vulnerabilities

CVESs with known exploits CVESs with security rules CVESs with critical severity CVEs with important severity
3 0 91 U135
Vulnerability Management
O =« YCVE <~ SearchIDordescription Q I : 1-200f372 ~ >
» Affected CVEs
Hosts 1ormore X Advisory Available X
~ . . R .
> CVEID Publis... Sever.. | CVSS... Affec... Applies to ... Busin... Status Advis... EXpIOltS Identlfl Catlo n
v (0 CVE-2026-43037 01 May 2026 W Critical 8.8 1 RHEL 9.8 Not defined Not reviewed  Available : .
»  Security Rules
CVE description
A flaw was found in the Linux kernel's IPv6 tunnel implementation. A remote attacker could exploit this flaw by sending malicious ICMPv6 error messages to > BUS| ness R'Sk & S‘tatUS

cause a stack-based buffer overflow in the kernel's IPv4-over-IPv6 tunnel error handling code. This could result in a kernel crash (denial of service) or
potentially allow arbitrary code execution with kernel privileges.

» Reporting & Export

> 0 CVE-2026-23401  01Apr2026 U important 81 1 RHEL 9.8 Not defined Not reviewed  Available :

> O CVE-2026-31402 03Apr2026 W important 7.8 1 RHEL 9.8 Not defined Notreviewed  Available :

> 0 CVE-2026-31419 13 Apr 2026 U important 7.0 1 RHEL 9.8 Not defined Not reviewed  Available :

v O cve-2026-31431  22Apr2026  Wimportant 78 1 RHEL 9.8 Notdefined  Notreviewed  Available :
CVE description

A flaw was found in the Linux kernel's algif_aead cryptographic algorithm interface. An incorrect in-place operation causes source and destination data
mappings to differ during cryptographic processing. A low-privileged local attacker can exploit this flaw to corrupt the contents of sensitive system files and
escalate to root privileges.



Security Policy Compliance

Report: Production web baseline
CIS Red Hat Enterprise Linux 9 Benchmark for Level 2 - Server

coming soon to on-premises

Delete report

Policy details
Operating RHEL 9
B 6 systems compliant system
67% '
Compliant I} 35ystemsoncompiant Compliance 95.0% of rules must be passed for a system to be labeled "Compliant”
3 systems never reported @ threshold
Business Harden production web servers
objective
View policy
Reporting = 9 Systems Never reported = 3 Systems
Y SSG Version v Filter by ssg version + Y 1-90f9 ~
Name 1§ SSGversion T Failed rules 1 Compliance score | Last scanned
-web- 7 months
server-web-ltest 0176 0 ®97%
RHEL 9.0 ago
—~db- 7 months
server-db-2 test 0174 0 ®97% n
RHEL 91 ago
o Details Rules Systems
RHEL88 2 RHEL87 o0 RHEL86 ©
RHEL 8.8
SSG version: 0.1.57 ®
N[ \ (
Y Name w Filter by name Q ‘ Edit rules S H ‘E
Name Severity Remediation type
A System Settings
2 Account and Access Control
v Set Password Minimum Length = Medium Playbook
n CCE-80656-2
Vv Lock Inactive User Accounts ¥ Low Manual

CCE-80954-1

Public

Security Compliance
»  SCAP Policies

»  Compliance &
Reporting

»  Policy Tailoring
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Q&A

m linkedin.com/company/red-hat

E youtube.com/@redhat
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m facebook.com/redhat

x.com/RedHat
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Thank you

Red Hat is the world’s leading provider of enterprise
open source software solutions. Award-winning support,
training, and consulting services make Red Hat a trusted
adviser to the Fortune 500.
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