Service Mesh 3

Ambient mode, traffic shaping,
app observability




What is a Service Mesh?



From Monolith to Microservices...

My moholithic app
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My micYy oservices app
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..to a network of Microservices
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Entering the beautiful world of Distributed Computing

WTH went
wrong here?
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The Library Service Mesh
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Offloading functionality to a Sidecar
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Routing without and with a Service Mesh
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Service Mesh Data Plane and Control Plane
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Ambient (sidecar-less) mode
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Metrics (Prometheus + OpenShift User Workload Monitoring)

service-a Pod

traffic intercepted‘

ztunnel namespace

ztunnel DaemonSet
L4 TCP metrics

A

istio-system

istiod

/stats/prometheus

openshift-monitoring
ServiceMonitor

115014

Prometheus

PodMonitor

servicemesh-apps

Waypoint Proxy
L7 HTTP metrics

servicemesh-apps

—b Thanos Querier

User Workload

/stats/ prometheus/

PodMonitor

route to pod-----eeeee- »  service-b Pod

service-c Pod
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Distributed Tracing (Tempo + OpenTelemetry Collector)

istio-system tempostack namespace
istiod OTel Collector P
tracing config: | ) receiver: OTLP/gRPC :4317 0 —»  TempoStack Gateway TempoStack $3 Storage

tenant: dev Compactor/Ingester/Querier

provider=otel /v

sampling=100% Y /

configures tracing

MinlO/ODF

servicemesh-apps
OTLP/gRPC :4317"

yp Xy - "%  service-b
generates spans o

v I e query traces
[

service-a [ e R »  service-c

openshift-console

Distributed Tracing /

UIPlugin
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Perses Dashboards (Visualization)

perses-dev namespace -
openshift-console

> Istio Mesh Dashboard

Istio Workload Dashboard

openshift-monitoring

| —— Istio Service Dashboard

PersesDatasource
PrometheusDatasource
— Thanos Querier

Thanos Querier
19091

¥’ Istio Ztunnel D.ashboard J UIPlugin: Monitoring
L4 metrics ‘ Perses enabled

Istio Control Plane
Dashboard

Istio Performance
Dashboard

istio-system

Kiali ———  —Tlinks to dashboards
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Kiali (Service Mesh Topology & Observability Console

servicemesh-apps

service-a ‘ service-b service-c v1/v2
istio-system

discovers workloads
label: istio-

discovery=enabled
h T istiod

5 mesh confi statu > .
openshift-console g i mesh config/status
links to
—

0SSMConsole Plugin . Kiali Server
L proxies to——» )
embedded Kiali views cluster-wide access  ——__ PromQL queries

A S S bearer token auth

L4: tcp_connections,
“bytes_sent/received ...

L7: requests_total,
request_duration

perses-dev

Perses Dashboards

Rshift-monitoring

Thanos Querier
L4+L7 metrics
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Summary: End-to-End Data Flow

Layer

L4

L7

L7

Control
Plane

Source

ztunnel

Waypoint
Proxy
Waypoint
Proxy

istiod

Metrics Type

TCP connections,
bytes

HTTP requests,
duration, codes

Trace spans (OTLP)

Pilot metrics

Collector

Prometheus
(PodMonitor)

Prometheus
(PodMonitor)

OTel Collector

Prometheus
(ServiceMonitor)

Storage

Thanos

Thanos

TempoStack
(S3)

Thanos

Visualization

Perses (Ztunnel Dashboard),
Kiali

Perses
(Workload/Service/Mesh), Kiali

OpenShift Tracing UIPlugin,
Kiali

Perses (Control Plane
Dashboard)
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L4 Use Case: Strict mTLS

Lo ~

MFYBGPQCC servicemesh- OPPG

B calls C

Service C

Service A Service B
A cals B
>
o —s r ; .
( zturnel e HBONE / mTLS———b( ztunnel s HBONE / mT LSy

( dePa{aH ns)

Y 4
Pod

using mTLS via HBONE tunnels.

ztunnel encrypts all pod-to-pod traf-Fic

Non-mesh plain-text traffic is rejected
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requé9+
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Service A

Pod

Pod
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Pod > Pod 5
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..... . Pod -p Pod
. N N/ i
Y |

X . 5
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: ’ [ AuthorizationPolic ﬁ :

_______ @_______/ b %, ;

DENY - RBAC: access denied elector apy .;

ztunnel checks the caller's SPIFFE iclen+i+y

(service account) at L4 and enforces
the AuthorizationPolicy before
the connection reaches Service C.

& RedHat



20

Service Mesh 3

L7 Use Case: Canary Release

Service A

Majority of
traof-Fic goes

here

Small

percentage ofF
trafFic goes
here

Service B
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Service B Does my new version
Perpor‘m well? Will i+
survive?

<
1)
=
0,
3
)

Adju9+ traffic
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L7 Use Case: Circuit Breaker & Retry

Service A

r'eque9+ ri

<

FCGPOHSG
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r'eque9+

N

open circuit

response

& RedHat



Service Mesh 3

L7 Use Case: Traffic Mirroring

Pod ;
|
response
Service A Service B
Pod L
, (07t
request / i 4
\ Proxy (L7) /
e e \ Service C vZ
Pod
), I response discarded
T . : , / N\
TrafFic mirroring sends a copy of live trafFic fod Ve
to v2 without afFfecting the primary path | " 77 | [TTTTT \:9
vZ responses are Fire-and-Forget - discarded N off
Users only ever see vl responses.
f/ p \
'\ HTTPRoute: RequestMirror
& 4
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