
The Invisible Engine of our Digital Society

Reimagining Open Source

Together!

25/09/2025

dirkderidder.wordpress.com

www.linkedin.com/in/dderidde/

dirk.deridder@smals.be

CTO Smals
DIRK DERIDDER



ÅBelgian In-houseICT Service Provider/Integrator

ÅFor and by the Public Sector

ÅNonprofit organization (VZW/ASBL)

Å2,166collaborators

ÅOperates as a shared service center 
for 319government organizations
Å Infrastructure management

Å Software development

ÅData management

Å Security services

ÅwŜŎǊǳƛǘƳŜƴǘ ǎŜǊǾƛŎŜǎ Χ

ÅMain role: enablerfor government ICT

ÅEstablished in 1939

Decades of Trust -
Driving Open Collaboration and Synergies: Community! https://www.smals.be/nl/wie-we-zijn/activiteitenverslagen/activiteitenverslag-2024
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Pre-COVID...

Driving Open Collaboration and Synergies: 
Community!



Post-COVID...

The community is gone?

a.k.a. how the Open Source Community
                                       has been working for ages J



Ą Synergetic: giving rise to a whole that is greater than the simple sum of its parts
Ą Enabler: ensuring indirect positive benefits for society
Ą Invisible:leaving the spotlight to our members

Some Principal values & drivers of Smals 

ÅSustainableICT solutions and services

ÅCommunityempowerment

ÅCollaborativeinnovation

ÅhǾŜǊŀǊŎƘƛƴƎ άŜƴǘŜǊǇǊƛǎŜέ ŀǊŎƘƛǘŜŎǘǳǊŜ vision for public sector ICT

ÅQualitydriven with a particular focus on business continuityand security

ÅData ethicsand data protection as a fundamental cornerstone in our approach

ÅDigital inclusion and citizen-centricity as the default

ÅCost-Consciousand leanmindset to maximize valueŦƻǊ ƻǳǊ ŎƻƳƳǳƴƛǘȅ Χ



Why does Smals Love Open Source?

ÅAlignment with our Vision, Culture, and Mindset
ÅPrincipal values & drivers resonate with how we look at the ICT world

ÅQuality-driven Community
ÅFostering a quality-driven mindset to ensure operational stability and robustness

ÅOpen standards
ÅAdoption of open standards to facilitate longevity and to mitigate vendor lock-in

Å.ǳǎƛƴŜǎǎ /ƻƴǘƛƴǳƛǘȅ !ǎǎǳǊŀƴŎŜ ōȅ 9ƳōǊŀŎƛƴƎ ΨCǊŜŜόdomύΩ ǘŜŎƘƴƻƭƻƎȅ
ÅUtilizing free technology & the freedom to operate
Å/ƻǳƴǘŜǊ ΨaŀŎƘƛŀǾŜƭƭƛŀƴ [ƛŎŜƴǎƛƴƎ tƭƻǘǎΩ ŀƴŘ ōŀƭŀƴŎŜ ǘƘŜ ǇƻǿŜǊ ƻŦ ǇǊƻǇǊƛŜǘŀǊȅ ǾŜƴŘƻǊǎ

ÅCreative Nexus
ÅIt is where innovation magic happens

All of this combined with the fact that you get stickers: free lunch!



Supporting cross-institution ICT Initiatives

ÅG-Cloud Programme(2015-Χύ
ÅFor and by public institutions
ÅCƻŎǳǎ ƻƴ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ǎŜǊǾƛŎŜǎ ϧ ǇƭŀǘŦƻǊƳǎΣ ǎƘŀǊŜŘ ǇǊƻŎǳǊŜƳŜƴǘΣ Χ

ÅSoftware ReUseProgramme(2019-Χύ
ÅFor and by public institutions
ÅCƻŎǳǎ ƻƴ ŎƻƳǇƻƴŜƴǘǎΣ ŀǳǘƘŜƴǘƛŎ Řŀǘŀ ǎƻǳǊŎŜǎΣ !tLΩǎΣ Χ

ÅFull Stack Approach (2021-Χύ
ÅEnterprise Architecture across public institutions
ÅCƻŎǳǎ ƻƴ ŀǊŎƘƛǘŜŎǘǳǊŀƭ ǇǊƛƴŎƛǇƭŜǎΣ ǇǊƻŎŜǎǎŜǎΣ ōǳƛƭŘƛƴƎ ōƭƻŎƪǎΣ Χ

Å Public Cloud Computing & AI (2023-Χ !ŎŎŜƭŜǊŀǘŜŘύ
Å Emphasison secureby design, business continuity, cloud portability, digital sovereignty
Å Strong governance& smart choices

gcloud.belgium.be

ict-reuse.be

ba4gov.be



G-CLOUD, DE COMMUNITY
CLOUD VAN DE OVERHEID

gcloud.belgium.be



G-Cloud ςSharing ICT infrastructure

ÅProgrammeof synergy-driven initiatives 
ÅServices, Projects, Procurement, Knowledge Sharing
ÅActive cross-institution ICT Community

ÅHybrid community cloud model 
ÅPrivate Community Cloud running 

from government-operated datacenters

ÅPublic cloud?
ÅAlready the case for 

special purpose needs
ÅMoving forward as a community for 

general purpose needs
ÅJoint taskforce defining vision, strategy,
ǇƻƭƛŎƛŜǎΣ ƎǳƛŘŜƭƛƴŜǎΣ ŀǊŎƘƛǘŜŎǘǳǊŜΣ Χ

wǳƴƴƛƴƎ ƻƴ ǘƻǇ ƻŦΧ

Avoided spending  (federal ) 

gcloud.belgium.be

An ambitious endeavor to reimagine community practices in our public sector context, with similar challenges!



ict-reuse.be



Reuse of software & business components

ÅOrginatedwithin Belgian public social security & Smals
ÅOpen to other federalpublic services

ÅSynergy around (technical) business components
ÅAvoid multiple development of redundant components

ÅSave costs & effort

ÅCatalogue of reusable components

ÅActive micro-community

ÅOpenness
ÅRegardless of whether development takes place by the 

institution's own ICT department, Smals, subcontractors 

An ambitious endeavor to reimagine open source practices in our public sector context, with similar challenges!

ict-reuse.be

66%
REUSED

6%
REUSABLE

53%
ROI

wŀƳƛƴƎ whL нлноΥ ϵ ппΦлллΦллл

Business specific custom code: 28%



Social security Health Other
Domains

Processes
Generic & reusable

Services Pension

Employment Illnes

Family allowance

Holiday

Care

Taxes

Defense

║Health care

Medical costs

Health risks Medicines
Mobility

Building Blocks
Generic & reusable

Enterprise Architecture Framework
Vertical

Legacy vs 
innovation

Interopera -
bility

Only Once

Vision & 
strategy

Architectural
-principles

Standards Privacy by 
design

Customer 
Centricity

Horizontal

ba4gov.be



COMMUNITY

Open source is an 
inspiration for our own
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Communities: Worth the Effort, but Unforgivingly Hard

/ƻƳƳǳƴƛǘƛŜǎ ƻƴƭȅ ŎǊŜŀǘŜ ǘƘŜ ǿƛƭƭΣ ƛǘΩǎ ǘƘŜ ŀŎǘǳŀƭ ŎƻŘŜǿƻǊƪ Ƴƻǳƴǘŀƛƴ ǘƘŀǘ ŎƻƴǾŜǊǘǎ ǘƘƛǎ ƛƴǘƻ ǊŜǎƛƭƛŜƴǘΣ ǳǎŀōƭŜ ǎƻŦǘǿŀǊŜ

Best approach?
Iterate relentlessly,
fueled by stubbornness
and determination

ÅCommunity creation is hard
ÅFinding champions and critical mass

ÅCommunity standardization is hard
ÅAligning across silos and priorities

ÅCommunity maintenance is hard
ÅSustaining energy and engagement over time

ÅCommunity advocacy is hard
ÅMaking the case, again and again

ÅCommunity sponsorship is hard
ÅSecuring time, budget, true leadership support for the 

long haul

Å!ƴŘ ǘƘŜ ŎƻƴǘŜȄǘ ǿƻǊƪǎ ŀƎŀƛƴǎǘ ƛǘΧ
ÅwƻŀŘƳŀǇǎ ŀƴŘ ƻǊƎŀƴƛȊŀǘƛƻƴ ǎǘǊǳŎǘǳǊŜǎ ŘƻƴΩǘ ƭƛƪŜ 

community work



Ok, so then Smals is a top contributor?

ÅOur core business is not άtechnology ǇǊƻŘǳŎǘ ŘŜǾŜƭƻǇƳŜƴǘέ
ÅWe (ab)use technology to (retro)fit the needs of our context
ÅLike most organisations we are mainly on the consumer side
ÅAbstractions that are (re)usable for the rest of the world pop up occasionally but are not the norm

ÅPractical open source contribution in general is not for everyone
ÅLess than 1% of the population is capable to directly contribute in a meaningful way
Å/ƻŘƛƴƎ ŎƻƳǇŜǘŜƴŎȅΣ ǇŀȅƛƴƎ ǿƛǘƘ ȅƻǳǊ ǘƛƳŜΣ ŦƛƎǳǊƛƴƎ ȅƻǳǊ ǿŀȅ ŀǊƻǳƴŘ ǘƘŜ ŎƻŘŜ ōŀǎŜ ŀƴŘ ŎǳƭǘǳǊŜΣ Χ

ÅWe organise our own micro-communities
Åe.g. Reuse Catalogue, G-Cloud, AI Center of Excellence, Overarching 9ƴǘŜǊǇǊƛǎŜ !ǊŎƘƛǘŜŎǘǳǊŜ Χ

ÅWe pay others to contribute for us J
Åe.g. RedHatΣ tƻǎǘƎǊŜǎ 95.Σ Χ

[ŜǘΩǎ ƎŜǘ ōŀŎƪ ǘƻ ǘƘƛǎ ƛƴ ŀ ŎƻǳǇƭŜ ƻŦ ƳƛƴǳǘŜǎ ǘƻ ǎŜŜ ǿƘŜǘƘŜǊ ǘƘƛǎ ƛǎ ŜƴƻǳƎƘ



Linux, OpenshiftΣ W.ƻǎǎΣ !avΣΧ 

Open Source Put to Good Use at Smals
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²Ŝ Ƙƻǎǘ ŎǊƛǘƛŎŀƭ ǇǳōƭƛŎ ǎŜǊǾƛŎŜǎ όǎƻŎƛŀƭ ǎŜŎǳǊƛǘȅΣ ƘŜŀƭǘƘŎŀǊŜΣ Χύ

So we rely heavily on enterprise versions/support
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7-zip Argocd Docker Git InfluxDB Kibana

Acm AsciiDoc Dokuwiki Gitea Inspec Linux

ActiveMQ AWX Eclipse GitLab Java Log4J

Alerta Camel EclipseLink Gpg4win Java Spring Boot Mattermost

Angular CEPH ElasticSearch Grafana Jenkins Maven

Ansible Checkmk Emacs Grafana Loki JFrog Artifactory Minio

Apache Chef Inspec Firefox gVim JMeter MySQL

Apache JMeter Cloudform Fluentd HAProxy JPA NEO4J

Apache Nifi Curl Foreman Hashicorp Consul Kafka Netbeans

Apache Zookeeper DBeaver Gatling Hashicorp Vault Keepass NGINX

Notepad++ OpenFT OpenSearch Open Text Percona Postgres EDB

OBS Studio OpenJDK Red Hat OpenStack Oracle Linux PHP Prometheus

PlantUML Podman Postgres (non-EDB) Python Red Hat JBoss Redis

Rundeck Sonarqube Testlink WSL Red Hat Linux Renovate

Satellite Stolostron Vaultwarden Zabbix Red Hat Openshift Restic

SecureID Symfony PuTTY ZAProxy Red Hat Openstack Ruby

Selenium Telegraf WinSCP Zend Red Hat Satellite React

Signal Testkube Wordpress Red Hat AMQ Prometheus Node 
Exporter

Prometheus 
AlertManager

Apparently, we ŘƻƴΩǘ ŀƭǿŀȅǎ ǊŜǉǳƛǊŜ ŜƴǘŜǊǇǊƛǎŜ ǾŜǊǎƛƻƴǎκǎǳǇǇƻǊǘΧ

{ǘƛƭƭ ŎƻǳƴǘƛƴƎ ŀƴŘ άŘƛǎŎƻǾŜǊƛƴƎέ ŜǾŜǊȅ ŘŀȅΧ

Open Source Put to Good Use at Smals
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Apparently, we ŘƻƴΩǘ ŀƭǿŀȅǎ ǊŜǉǳƛǊŜ ŜƴǘŜǊǇǊƛǎŜ ǾŜǊǎƛƻƴǎκǎǳǇǇƻǊǘΧ

{ǘƛƭƭ ŎƻǳƴǘƛƴƎ ŀƴŘ άŘƛǎŎƻǾŜǊƛƴƎέ ŜǾŜǊȅ ŘŀȅΧ

Open Source Put to Good Use at Smals
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OSS in the World: Mostly Hidden in Plain Sight

ÅBLACKDUCK Open Source Security and Risk Analysis report finding (2025)
Å97% of codebases contain open source

ÅOpen source components and libraries 
are the backbone of nearly every application across all industries

9ǾŜƴ ƛŦ ȅƻǳ ƻƴƭȅ ōŜƭƛŜǾŜ ƘŀƭŦ ƻŦ ƛǘΧ ǘƘƛǎ ƛǎ ǎǘƛƭƭ ŀƴ ƛƳǇǊŜǎǎƛǾŜ ƴǳƳōŜǊ Η
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Proprietary vendors would not exist without open source!

https://www.synopsys.com/blogs/software-security/open-source-trends-ossra-report.html
https://www.synopsys.com/blogs/software-security/open-source-trends-ossra-report.html
https://www.synopsys.com/blogs/software-security/open-source-trends-ossra-report.html
https://www.synopsys.com/blogs/software-security/open-source-trends-ossra-report.html


INVISIBLE

Open source is 
more often than not



When an invisible open source project sneezes, the entire world visibly catches a cold





The Vulnerability that Opened our Eyes

ÅIt is highly unlikely ǘƘŀǘ ȅƻǳǊ ǎȅǎǘŜƳ ŘƻŜǎƴΩǘ Ŏƻƴǘŀƛƴ hǇŜƴ {ƻǳǊŎŜ

ÅYour code contains more than you know

ÅTheir code also contains more than they know

ÅSince they are suppliers, they should know !

ÅBLACKDUCK Open Source Security and Risk Analysis report finding (2025)

Å86% of codebases contained 
at least 1 open source vulnerability

Å91% of codebases were found 
to contain outdated OSS components

Å90% of codebases were found 
to contain components 10 versions or more behind 

ÅIt is highly certain that your code
contains (un)discovered vulnerabilities

ÅwŜƎŀǊŘƭŜǎǎ ƻŦ ǿƘŜǘƘŜǊ ǘƘŜ ǿƘƻƭŜ ƛǎ ƻǇŜƴ ǎƻǳǊŎŜ ƻǊ ƴƻǘΧ
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Visibility is thus a top priority in your organization

https://www.synopsys.com/blogs/software-security/open-source-trends-ossra-report.html
https://www.synopsys.com/blogs/software-security/open-source-trends-ossra-report.html
https://www.synopsys.com/blogs/software-security/open-source-trends-ossra-report.html
https://www.synopsys.com/blogs/software-security/open-source-trends-ossra-report.html


No More Blind Spots: xBOMto the Rescue?

ÅBill of Materials for
ÅSoftware (SBOM), SaaS (SaaSBOM), Hardware (HBOM), Machine Learning (ML-.haύΣ Χ
ÅInclude all direct and transitive components
ÅInclude the dependency relations between them

ÅOWASP CycloneDXSoftware Bill of Materials (SBOM) Standard
ÅOpen source Component Analysis platform
ÅIdentifies risks in the software supply chain

ÅPrimary use cases
ÅVulnerability identification, license compliance, outdated component analysis

ÅMain drivers @ Smals?
ÅCybersecurity, ISO/IEC27001, NIS2
ÅLifecycle management
ÅLog4J reality check

From invisible dependencies to full-stack transparency

https://cyclonedx.org/
https://cyclonedx.org/
https://cyclonedx.org/
https://cyclonedx.org/


xBOMto the rescue?

ÅComponent Identification: Lists all components, 
including libraries, modules, etc.

ÅVersion Information: Specifies versions or commit 
hashes of each component.

ÅMetadata: Provides details like description, author, 
and release date for each component.

ÅLicensing Information: Indicates the licenses under 
which components are distributed.

ÅDependencies: Documents both direct and 
transitive dependencies.

ÅVulnerability Information: Includes known 
vulnerabilities with severity ratings and 
remediation guidance.

ÅProvenance Information: Identifies the source 
from which each component was obtained.

ÅChecksums or Hashes: Offers cryptographic hashes 
for verifying component integrity and authenticity

{

  " creationInfo ": {

    " created ": "2024 - 02- 07T08:09:00Z",

    "creators": [

      " Organization : Red Hat Product Security (secalert@redhat.com)"

    ],

    " licenseListVersion ": "3.8"

  },

  " dataLicense ": "CC0 - 1.0",

  " documentDescribes ": [

    "SPDXRef - 227f7b84 - 025c - 45ae - bb43 - bf5ec09cc13b"

  ],

  " documentNamespace ": 

"https://access.redhat.com/security/data/sbom/beta/spdx/RHOSE - 4.9.Z",

  "name": "RHOSE - 4.9.Z",

  "packages": [

    {

      " copyrightText ": "NOASSERTION",

      " downloadLocation ": 

"registry.redhat.io/openshift/ ose \ u002Dcluster \ u002Dnode \ u002Dtuning \ u00

2Doperator:v4.9.0 \ u002D202203081819.p0.gce0b3ae.assembly.stream",

      " externalRefs ": [

        {

          " referenceCategory ": "SECURITY",

          " referenceLocator ": " cpe :/a:redhat:openshift:4.9::el8",

          " referenceType ": "cpe22Type"

        },

        {

          " referenceCategory ": "PACKAGE_MANAGER",

          " referenceLocator ": " pkg:oci /ose - cluster - node - tuning -

operator@sha256:c05025965a23568d177f84e30adda1f2b4677a54baf1a0f1a67005a2

cfd7cb52?repository_url=registry.redhat.io/openshift/ ose - cluster - node -

tuning - operator&tag =v4.9.0 - 202203081819.p0.gce0b3ae.assembly.stream",

          " referenceType ": " purl "

        }

      ],

      " filesAnalyzed ": false ,

      "homepage": 

"registry.redhat.io/openshift/ ose \ u002Dcluster \ u002Dnode \ u002Dtuning \ u00

2Doperator",

      " licenseComments ": " Licensing  information is automatically  

generated  and  may be incomplete or incorrect.",

      " licenseConcluded ": "NOASSERTION",

/ŀƴ ǿŜ ǘǊŜŀǘ ǘƘŜ h{ ŎƻƳƳǳƴƛǘȅ ŀǎ άȅŜǘ ŀƴƻǘƘŜǊ ǎǳǇǇƭƛŜǊέΚ



Blind Spots RemainΧ

ÅPosition in Technology Landscape?
Å Understanding its role and relevance within our technology ecosystem, what value does it bring

ÅCriticality and Reliability?
Å Assessing the potential impact if it malfunctions or if it requires replacement

ÅCharacteristics and Attributes?
Å Evaluating various aspects such as its complexity, size, maturity, and other ςities

Å Contributors and Community?
Å Determining the number of active contributors and their demographics

ÅAvailability of Support?
Å Confirming the availability of support channels, either commercial or in-house

ÅRelease Cadence and Update Frequency?
Å Analyzing the frequency of releases and updates is a ǉǳŀƭƛǘȅ ƛƴŘƛŎŀǘƛƻƴΣ ȅŜǘ ǎƻƳŜ ŎƻƳǇƻƴŜƴǘǎ ŀǊŜ ǎƛƳǇƭȅ άŘƻƴŜέ

ÅTrack Record?
Å Reviewing the history of bugs, vulnerabilities, fixes, and overall performance/score in the community

ÅVisibility and Recognition?
Å LŘŜƴǘƛŦȅƛƴƎ ƛŦ ƛǘϥǎ ǊŜŎƻƎƴƛȊŜŘ ƻǊ ƻƴ ǘƘŜ ǊŀŘŀǊ ƻŦ ƳŀƧƻǊ ƛƴŘǳǎǘǊȅ ǇƭŀȅŜǊǎ Χ

¢ƻŘŀȅΩǎ ǎƻŦǘǿŀǊŜ ŘŜǾŜƭƻǇƳŜƴǘκǳǎŜ ǇǊŀŎǘƛŎŜǎ ǊŜǉǳƛǊŜ ŀ ǎŜŎǳǊƛǘȅ-by-design approach that goes beyond the old normal

Quality, security, and sustainability
demand

investment, activism and commitment !



FREE LUNCH
Open source is no







AI: Saviour or the Last Drop?

ÅAccelerating security
ÅScans vulnerabilities & generates SBOMs

ÅSupporting maintainers
ÅAutomates pull request review, 

dependency hygieneΣ Χ

ÅDetecting patterns at scale
ÅSpotting anomalies humans might miss

ÅReducing toil
ÅFrees human effort for strategic work

Å!ǳǘƻƳŀǘƛƻƴ ґ {ŀŦŜǘȅ
ÅInsecure AI-generated code is real

ÅVolume > Review
ÅMore commits, harder human oversight

ÅAdversaries are learning too
ÅAI-powered attacks are a fact

ÅCommunity trust at stake
Å!L ŎŀƴΩǘ ǊŜǇƭŀŎŜ ǎǘŜǿŀǊŘǎƘƛǇ

!L Ŏŀƴ ŀŎŎŜƭŜǊŀǘŜ ǊŜǎƛƭƛŜƴŎŜ ƻǊ ŦǊŀƎƛƭƛǘȅΦ ¢ƘŜ ŎƘƻƛŎŜ ƛǎ ƻǳǊǎΧ ƻǊ ƛǎƴΩǘ ƛǘΚ

LŘŜƴǘƛǘȅΣ ¢Ǌǳǎǘ ϧ vǳŀƭƛǘȅ /ƘŜŎƪǎ Ҧ /ǊƛǘƛŎŀƭ
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Ensure Open Source AI: ModelsΣ tƭŀǘŦƻǊƳǎΣ Χ

ÅFast-track Innovation & Ecosystem
ÅGlobal collaboration
ÅRapid iteration, more ideas, robust tools

ÅAccessibility & Market Fairness
ÅLowers entry barriers for startups, academia, governments
ÅSupports regional innovation (e.g., Latam-GPT)

ÅStandards, Interoperability & Reproducibility
ÅEncourages shared protocols and scientific rigor; vital for 

regulated sectors

ÅTrust, Ethics & Auditing
ÅPublic auditability builds confidence; ethical tools evolve in 

open forums

ÅSovereignty & Strategic Autonomy
ÅControl over AI, aligned with local values and global balance

ÅSupports Open Source Community Values
ÅReinforces collaborative norms, reinvestment, talent 

development

²Ƙȅ hǇŜƴ {ƻǳǊŎŜΚ aŀȅōŜ ōŜŎŀǳǎŜ L ŀƳ άōƛŀǎŜŘέΧ



https://www.androidarts.com/fsm/index.htm



Freedom or Not? The OSS Paradox

ÅOpportunistic Open Source
ÅProfit-ŘǊƛǾŜƴ ǳǎŜ ƻŦ ǘƘŜ άƻǇŜƴ ǎƻǳǊŎŜέ ƭŀōŜƭ

ÅProfit Over Principles
ÅBusiness gains prioritized over community values

ÅHollow Commitments
ÅLip service to Open Source ideals without meaningful contribution

ÅDeceptive Marketing
ÅPromoting openness while pushing proprietary models

ÅCommunity Betrayal
ÅExploiting goodwill without giving back

ÅStandards Undermined
ÅInteroperability takes a back seat

ÅTech Oligarchy
ÅLarge vendors steering projects, consciously limiting diversity and innovation

in the proprietary/commercial/hybrid community

RANT MODE: ON

As a community we should condemn these practices, but also come up with ideas for sustainable business models





Trillions Extracted, Eurocents Contributed?

ÅIs it time for an Open Source Contribution Balance Sheet?
Å²Ŝ ƳŜŀǎǳǊŜ /hі ŜƳƛǎǎƛƻƴǎΦ ²Ŝ ŘƛǎŎƭƻǎŜ ǘƘŜƳΦ LŦ ȅƻǳ ǇƻƭƭǳǘŜ ǘƻƻ ƳǳŎƘΣ ȅƻǳ Ǉŀȅ

ÅImagine this in every annual report & EU procurement bid
ÅPeople: Maintainers funded & employee time upstream
ÅMoney: Grants, enterprise OSS payments, memberships
ÅInfrastructure: Cloud credits, CI pipelines, tooling
ÅMetric: (1)+(2)+(3) as % of revenue or market cap

ÅSet a baseline. Make it transparent. Reward leaders.
ÅWithout accountability, we risk OSS-washing while communities erode

ÅWould your organization dare to publish its OSS balance sheet?
ÅTo be benchmarked with others?

ÅWhich metric would you add? 
?

And what about a metric for OSS consumption?



Challenges

¸ŜǎǘŜǊŘŀȅΩǎ
ǇǊŀŎǘƛŎŜǎ ŀǊŜƴΩǘ ǎǳŦŦƛŎƛŜƴǘ
ŦƻǊ ǘƻŘŀȅΩǎ ŀƴŘ ǘƻƳƻǊǊƻǿΩǎ



Digital Sovereignty Defined? 
ÅSupreme and Independent Power

ÅNo higher authority can override decisions
Å Full control over laws, policies, or operation

ÅSelf-Determination and Autonomy
Å The ability to act independently without external 

interference
Å Freedom to set rules and operate without dependence 

on outsiders.

ÅLegitimate Authority
Å Backed by legal, historical, or democratic legitimacy
ÅRecognized by others as having rightful control.

ÅCrisis Decision-Making Power
Å The ability to act beyond normal rules in emergency 

situations

ÅEnforcement and Control
Å The power to enforce rules and impose consequences
ÅWithout enforcement, sovereignty is symbolic rather 

than real.

ÅRecognition (for states and organizations)
ÅOthers acknowledge and respect sovereignty

Ok, but in practiceΧ what does this mean?

Data Sovereignty

Operational Sovereignty

Technical Sovereignty

Χ



Currently, 
ŸƻĲƖШΥΜӖШŸŉШEƨƖŸƓĲќƚШ
digital infrastructure 
and technologies are 
imported, creating 
systemic 
vulnerabilities and 
hampering the 
ƖĲŊŔŸŰќƚШĦċƓċĦŔƣǃШŉŸƖШ
innovation and 
selfreliance

https://www.euro -stack.info/



Island Mode Test!

Å¸ƻǳǊ ǇŜǊǎƻƴŀƭ άōǊǳǘŜ ŦƻǊŎŜέ ǘŜǎǘ ǘƻ ǾŜǊƛŦȅ 
how sovereign you are in practice

ÅImagine you cut everything that is outside 
your sovereign control:
ÅNo external connectivity
ÅNo external repository access
ÅNo external API access
ÅNo external DNS service
ÅNo external documentation
ÅNo external subscription activation check
ÅNo external vendor support
ÅNo external operators
ÅNo external updates or patches 
ÅΧ

ÅAsk yourself:
ÅLegal:Can you compel your vendors?
ÅHardware:Can you repair/replace without imports?
ÅSoftware:Can you operate & patch without the vendor?
ÅSkills:Do you have the expertise in-house?
ÅStandards:Can you interoperate on your own terms?

ÅSovereignty gap = dependencies you cannot control

ÅGoal: Ensure resilience & autonomy 
Ą not isolation, but choice.bƻ ƳŀǘǘŜǊ Ƙƻǿ ōƛƎ ȅƻǳǊ ƛǎƭŀƴŘΧ ȅƻǳ ǎǘƛƭƭ ƘŀǾŜ ŀ ǇǊƻōƭŜƳ

What does this mean for
Open Source?



Vendor Lock-in: Hidden Risks in Our Digital Engine

ÅVendor lock-in is multi-dimensional
ÅBusiness, technical, operational, sills, 

ecosystemΣ Χ

ÅEnd-user experience often hides lock-in
ÅSeamless services mask dependencies, learning 

curve is not to be ignored

ÅQuestionable Open Source practices can 
create lock-in
ÅProprietary extensions (often subtle), limited 

support, limited upstream

ÅDigital sovereignty at stake
ÅOverreliance on a single vendor undermines 

control

Who rules your IT? With OSS, the answer is: you do

What does this mean for
Open Source?



Open Source as a Lever for Digital Sovereignty?

ÅLinux Foundation Report finding (2025)

ÅWidespread impact
ÅOpen Source is embedded across domains 

(64% IT infra, 55% cloud/containers, 54% 
web/app dev, 41% AI/ML)

ÅClear benefits
Å90% see sustained/growing value
Å75% report higher quality
Å69% greater competitiveness
Å63% higher productivity with reduced lock-in and 

costs
Å58% expect most innovation gains from Open 

Source

ÅSovereignty opportunity
Å38% prioritiseOpen Source for AI/ML
Å52% want stronger government adoption to 
ǎǘǊŜƴƎǘƘŜƴ 9ǳǊƻǇŜΩǎ hǇŜƴ {ƻǳǊŎŜ ŜŎƻǎȅǎǘŜƳ

ÅGaps to close
ÅOnly 34% have an Open Source strategy
Å22% have an Open Source ProgrammeOffice
Å28% employ full-time Open Source contributors
ÅC-level awareness lags 

(62% vs 86% among practitioners)

Cailean Osborne and Adrienn LawsonΣ άhǇŜƴ {ƻǳǊŎŜ ŀǎ 9ǳǊƻǇŜΩǎ {ǘǊŀǘŜƎƛŎ !ŘǾŀƴǘŀƎŜΥ ¢ǊŜƴŘǎΣ .ŀǊǊƛŜǊǎΣ ŀƴŘ tǊƛƻǊƛǘƛŜǎ ŦƻǊ ǘƘŜ 
9ǳǊƻǇŜŀƴ hǇŜƴ {ƻǳǊŎŜ /ƻƳƳǳƴƛǘȅ ŀƳƛŘ wŜƎǳƭŀǘƻǊȅ ŀƴŘ DŜƻǇƻƭƛǘƛŎŀƭ {ƘƛŦǘǎέΣ ŦƻǊŜǿƻǊŘ ōȅ /ŞŘǊƛŎ Gégout,
The Linux Foundation, August 2025. 

https://www.linuxfoundation.org/research/world -of-open-source-eu-2025¢ƘŜ Řŀǘŀ ŎƻƴŦƛǊƳǎ ƛǘΥ h{{ ƛǎƴΩǘ ŀ ƘƻōōȅΣ ƛǘΩǎ ŀ ǎǘǊŀǘŜƎƛŎ ǇƛƭƭŀǊ

https://www.linuxfoundation.org/research/world-of-open-source-eu-2025
https://www.linuxfoundation.org/research/world-of-open-source-eu-2025


Open Source as a Digital Sovereignty Driver

ÅStrategic Open Source as a countermeasure
ÅMicro-Communities, reusable components, enterprise open source

ÅVisibility is key
ÅKnowing all components, dependencies, and upstream ecosystems

ÅControl & Transparency
ÅFull access to άŎƻŘŜέΦ !ǳŘƛǘΣ adapt, govern independently

ÅOperational Autonomy
ÅRun it on your own terms without foreign dependency

ÅLegal & Contractual Leverage
ÅOSS avoids one-sided contracts and supports EU procurement sovereignty

ÅData Protection by Design
ÅAligns with GDPR & local compliance. Data stays under EU control

ÅEcosystem Resilience
ÅBuilds local skills, reduces geopolitical risk, fosters European innovation

Who rules your cloud? With OSS, the answer canbe: you do



ict-reuse.be

04/2025: EU launches
Open Source Solutions Catalogue
https://interoperable-europe.ec.europa.eu/

02/2025: UN launches
Open Source ¨Principles

https://unite.un.org/

Interoperability and open standards are key !


