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v Smals

ICT for society

A Belgianin-houselCT Service Provider/Integrator
A For and by thé®ublic Sector

A Nonprofit organization (VZW/ASBL)

A 2,166collaborators

A Operates as ahared service center
for 319government organizations

A Infrastructure management

A Software development

A Data management

A Security services

AwSONYzA G YSYyld aSNBAOSa X
A Main role:enablerfor government ICT
A Established 1939 ACTIVITEITENVERSLAG

2024

Decades of Trust ) Smals

ICT for society
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Driving Open Collaboratlon and Synergles
Community!
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Some Principal values & drivers of Smals

A SustainabldCT solutions and services

A Communityempowerment

A Collaborativeinnovation
Ah@SN)I NODKAY 3 aSy ivisiNdfoNpuldliSséctor IBDK A 0 S O dzNB
A Quality driven with a particular focus dousiness continuityand security

A Dataethicsand data protection as a fundamental cornerstone in our approach

A Digital inclusion anditizen-centricity as the default

A CostConsciousindlean mindset to maximizealue¥ 2 NJ 2 dzZNJ O2 Y'Y dzy A (0 &

A Synergetic giving rise to a whole that is greater than the simple sum of its parts
A Enabler ensuring indirect positive benefits for society
A Invisible:leaving the spotlight to our members

X




Why does Smals Love Open Source?

AAlignment with our Vision, Culture, and Mindset
A Principal values & drivers resonate with how we look at the ICT world

AQuality-driven Community
A Fostering a qualitgriven mindset to ensure operational stability and robustness

AOpen standards
A Adoption of open standards to facilitate longevity and to mitigate vendor-iock

A. dzaraySaa [/ 2yiAydzhiGe | domdN; Y OHSKG2f 2
A Utilizing free technology & the freedom to operate
Al 2dzy 1 SNJ Wal OKAII Sttt ALY [AOSyaay3a tf20a

ACreative Nexus
At is where innovation magic happens

All of this combined with the fact that you get stickers: free lunch!



Supporting crossnstitution ICT Initiatives

A G-CloudProgramme(2015X 0
A For and by public institutions g-cloud
AC20dza 2y AY TN} aUNHzOUdzNBE & SNIAOSA 9| ghdlabeldivhBelNY & =

A SoftwareReUse&Programme(2019X 0 v
A For and by public institutions Rf: =
AC20dza 2y O2YLRYSY(as I ddKSYGAO RI 0] chadhDlSss

A Full Stack Approach (2024 0
A Enterprise Architecture across public institutions BA AL GOV
AC20dza 2y I NOKAGSOUOdzNI f LINAYOALX Sa3| LIMBobS alaSacz

A Public Cloud Computing & Al (2028 ! OOSft SN} 0 SRV
A Emphasi®n secureby design, businessontinuity, cloudportability, digitalsovereignty
A Stronggovernances smartchoices



HET RESULTAAT
VAN EEN
GEZAMENLIJKE
AANPAK

g-cloud

gcloud.belgium.be

Het G-Cloudprogramma is het resultaat van een gezamenlijk initiatief
door meerdere publieke instellingen: federale overheidsdiensten,
instellingen van de sociale zekerheid en de zorgsector... De praktische
realisatie wordt aangestuurd vanuit de « Cloud Governance Board ».

Een gemeenschappelijke roadmap wijst de weg naar de ontwikkeling van
deze ‘community Cloud’ van de overheid. Terwijl de eerste generatie van
G-Cloud-diensten al operationeel is sinds maart 2015, zijn er nog talrijke
nieuwe evoluties op komst.

De G-Cloud is een hybride cloud, waarbij enerzijds gebruik wordt gemaakt
van diensten aangeboden door private firma's in publieke cloud-
omgevingen, en anderzijds van diensten gehost in datacenters van de
overheid. Het beheer van de G-Cloud gebeurt door de overheid. Voor de
uitbouw en de operationele werking wordt in ruime mate beroep gedaan
op de privé-sector.

G-CLOUD DE COMMUN
CLOUD VAN DE OVERHEILC




g-cloud

G-Cloudg Sharing ICT infrastructure e

AProgrammeof synergydriven initiatives
A Services, Projects, Procurement, Knowledge Sharing wdzy yAy3a 2y
A Active crossnstitution ICT Community ‘ Red Hat

AHybrid community cloud model

A Private Community Cloud running
from governmentoperated datacenters

APublic cloud?

AAIread?/ the case for
special purpose needs

A Moving forward as a community for
general purpose needs

A Joint taskforce defining vision,vstrate%y, 2o
L2t AOASaz ddzA RSt Ay,

Avoided spending (federal)

2015 2016 2017 2018 2019 2020 2021 2022 2023 2024 2025

An ambitious endeavor to reimagine community practices in our public sector context, with similar challe
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ict-reuse.be

Het softwareplatform voor
slimme ontwikkelaars

Steeds meer Belgische overheidsdiensten hergebruiken
softwarecomponenten. Doe mee aan het ReUse initiatief en lever
jouw bijdrage!

Verken de Software ReUse
Catalogus

Zoek op trefwoord(en) in de catalogus

Externe Kerndienstenvan @ Ondersteunende @ Generieke IT- ®
communicatie de instellingen diensten bouwblokken

Kanalen Loopbaan van een werknemer Personeelsbeheer As a Service

e-Box - Elektronische mailbox > dmfa > eAcademy > AAAS - Archiving-as-a-Service >

registeredMail > Workerldentifier > organizationalChart nsso > Aanvraagbeheer via formulieren >
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ict-reuse.be

Reuse of software & business components

A Orginatedwithin Belgian public social security & Smals
A Open toother federalpublic services

A Synergy around (technical) business components
A Avoid multiple development of redundant components
A Save costs & effort

A Catalogue of reusable components

AAC’[IVG mmrecommunlty Business specific custom co@8%

AOpenness wlk YAY3 whL HAHO

A Regardless of whether development takes place by the
Institution's own ICT department, Smals, subcontractors

A

X

6%

REUSABLJ)

An ambitious endeavor to reimagine open source practices in our public sector context, with similar challs



Enterprise Architecture Framework o @oov

L Vision & GGG [ ___Vertical b _aig_ov.be
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Open source Is an
Inspiration for our own

COMMUNITY



Communities Worth the Effort, but UnforgivinglyHard

A Community creation is hard Best approach?
A Finding champions and critical massiterate relentlessly,

A Community standardization is hard fueled by stubbornness
A Aligning across silos and priorities and determination

A Community maintenance is hard
A Sustaining energy and engagement over time

A Community advocacy is hard
A Making the case, again and again

A Community sponsorship is hard

A Securing time, budget, true leadership support for the
long haul

Aw2 RYI LA YR 2NBFYATFGAZ2Y
community work

| 2YYdzy AUASE 2yt e i gAftX AG0Qa GKS |
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Ok, so then Smals Is a top contributor?

pd

A Ourcorebusiness isiot technologyLINRE RdzOU0 RS @St 2 LIYSyYy U ¢
A We @b)usetechnologyto (retro)fit the needsof our context
A Like mosbrganisationsve aremainlyon the consumerside
A Abstractionghat are (resablefor the rest ofthe world pop upoccasionallyut arenot the norm

A Practical open source contribution in general is not for everyone
A Less than 1% of the population is capable to directly contribute in a meaningful way A
Al 2RAY 3 O02YLISOSYyOeés LIeAy3ad gAOGK &2dz2NJ GAYSSE TFA

A We organiseour own micro-communities o ) §
A e.g.ReuseCatalogueG-Cloud Al Center of Excellend®yerarchind Y 1t SNLINA &S | NOKA i

A We pay others to contributefor usJ
Aeg.RedHaE t 24 03INBa& 95. I X




Open Source Put to Good Use at Smals

%
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So werely heavily onenterprise versions/support
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B

S

5-10 technologies
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Open Source

Put to Good Use at Smals
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OSS In the World: Mostly Hidden in Plain Sight

ABLACKDUCK Open Source SeamityRisk Analysis repofinding (2025)

A 97% of codebasentainopen source

A Open sourceomponentsandlibraries
arethe backbone ohearlyeveryapplicationacrossall industries

1 ,658 projects scanned by Black Duck audits

970/0 of the codebases contained open source

700/0 of scanned code had its origin in open source

An average

9 1 1 64%
0SS components were
found per application

Proprietary vendors would not exist without open source!

Almost allc.codebases

of 0SS components
were transitive
dependencies

9gSY AT e2dz 2yteé o0StASOS KIFTTF 7
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Open source IS
more often than not

INVISIBLE




ABOUT NCSC CISP REPORT AN INCIDENT CONTACTUS

| g‘g a |National Cyber Q

' |Security Centre

Log4j vulnerability - what
everyone needs to know

Information about the critical vulnerability in the logging tool, who it could
affect and what steps you can take to reduce your risk.

Log4shell is a critical vulnerability in the widely-used logging tool Log4j, which
Is used by millions of computers worldwide running online services. A wide
range of people, including organisations, governments and individuals are
likely to be affected by it. Although fixes have been issued, they will still need to
be implemented.

PUBLISHED
14 December 2021

When an invisible open source project sneezes, the entire world visibly catches &



cat Pwned et Informad

TheHacker News

Meta Warns of FreeType Vulnerability (CVE-2025-27363) With
Active Exploitation Risk

B2 Mar 13,2025 & Ravie Lakshmanan

Base Score: -

Meta has warned that a security vulnerability impacting the FreeType open-source

font rendering library may have been exploited in the wild.

The vulnerability has been assigned the CVE identifier CVE-2025-27363, and carries a
CVSS score of 8.1, indicating high severity. Described as an out-of-bounds write flaw,

it could be exploited to achieve remote code execution when parsing certain font files.

techradar pro e eusiess recinovocy experrs

News  Reviews Features Expert Insights  Website builders

Security flaws in key Nvidia enterprise tool
could have let hackers run malware on
Windows and Linux systems

m By Sead Fadilpadic published August 5, 2025

Three bugs can be chained together to devastating effects

Base Score:

9.8 CRITICAL

Base Score: -

¢ Security researchers found three flaws in Nvidia Triton Inference Server

¢ When used together, they can grant remote code execution capabilities

» A patch has been released, so users should update immediately

Mvidia Triton Inference Server carried three vulnerahilities which, when
combined, could lead to remote code execution (RCE) and other risks, security
experts from Wiz have warned

Triton is a free open source tool working on both Windows and Linux which
helps companies run Al models efficiently on servers, whether in the cloud, on-
site, or at the edge.

It supports many popular Al frameworks and speeds up tasks by handling
multiple models at once and grouping similar requests together.



The Vulnerability that Opened our Eyes

A ltishighly unlikelyl K- & @2 dzNJ aeaiSyY R2SayQi

A Your code contains more than you know
A Their code also contains more than they know
A Since they are suppliers, they should know !

A BLACKDUCK Open Source SecarityRisk Analysis repofinding (2025)

A 86%o0f codebases contained
at least 1 open source vulnerability

A 91%of codebases were found
to contain outdated OSS components

A 90%o0f codebases were found
to contain components 10 versions or more behind

A 1t is highly certainthat your code
contains (un)discovered vulnerabilities

AwS3l NRf Saa 2F 6KSGKSNI GKS gK2fS Aa 2L

of risk-assessed

81%

of risk-assessed

high- or critical-risk
vulnerabilities

Sy &2dzNDS

Visibility 1s thus a top priority In your organization

[

yﬁéé% hLISY

codebases contained
vulnerable open source

codebases contained

2 N

Almost allccodebases
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No More Blind SpotsxBOMto the Rescue?

ABill of Materials for
A Software (SBOM), SagsaSBONMHardware (HBOM), Machine Learning{Mh a 0 & X
A Include all direct and transitive components
A Include the dependency relations between them

AOWASRCycloneD)Software Bill of Materials (SBOM) Standard

A Open source Component Analysis platform
A 1dentifies risks in the software supply chain

APrimary use cases
A Vulnerability identification, license compliance, outdated component analysis

AMain drivers @ Smals?
A Cybersecurity, ISO/IEC27001, NIS2
A Lifecycle management
A Log4J reality check

Intermal Structure

From invisible dependencies to fsliack transparency


https://cyclonedx.org/
https://cyclonedx.org/
https://cyclonedx.org/
https://cyclonedx.org/

{

" creationinfo "
"created ":"2024 -02-07T08:09:00Z",

ucr??)t(r)g;z;igation : Red Hat Product Security (ser‘ﬂ'”T
X B O IVI to th e re S C u e ? J-’IicenseListVersion " "3.8" - N J@Y’
'}',dataLicense " "CCO -1.0" @

" documentDescribes " [
"SPDXRef- 227f7b84 - 025c - 45ae - bb43 - bf5ec09ccl1?',"

A Component Identification Lists all components, !

documentNamespace ™:

inC|Ud|ng Iibraries, mOdUIeS, etc. "https://access.redhat.com/security/data/sbom/beta/spdx/RHOSE -49.7",
A Version Information Specifies versions or commi ke e
hashes of each component. {
. - .. " copyrightText  ": "NOASSERTION",
A Metadata: Provides details like description, authdr, " downloadLocation
and release date for each component. "registry.redhat.io/openshift/ ose\ u002Dcluster  \ u002Dnode \ u002Dtuning \ UOO
. . . . . 2Doperator:v4.9.0 \ u002D202203081819.p0.gceOb3ae.assembly.stream”,
A Licensing Informationindicates the licenses unde "extemalRefs [
which components are distributed. t o )
) _ referenceCategory . "SECURITY",
A Dependenc|eSDocumentS both direct and " referenceLocator " " cpe /arredhat:openshift:4.9::el8",
transitive dependencies. " referenceType " "cpe22Type”
3
A Vulnerability Information Includes known {
O . : : " referenceCategory " "PACKAGE_MANAGER",
VU|nerab|.“t|es Wlth Seve”ty ratlngS and " referencelLocator ":" pkg:.oci /ose -cluster -node-tuning -
remediation gmdance. operator@sha256:c05025965a23568d177f84e30addalf2b4677a54baf1a0f1a67005a2
. . cfd7cb52?repository_url=registry.redhat.io/openshift/ ose - cluster - node -
A Provenance Informationldentifies the source tuning - operator8tag =v4.9.0 - 202203081819.p0.gceOb3ae.assembly.stream”,
from which each component was obtained. "referenceType " purl "
: }
A Checksums or Hashe®ffers cryptographic hashef L
for verifying component integrity and authenticit j:ggerjgg‘:ég,_ed " false
"registry.redhat.io/op.enshift/ ose\ u002Dcluster \ u002Dnode \ u002Dtuning \ u00
2Doperator",
, " licenseComments X" , Licensing inforgnation ig automatically

h{ O02YYdz
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Blind SpotRemairk

A Position in Technology Landscape?

A Understanding its role and relevance within our technology ecosystem, what value does it bring
A Criticality and Reliability?

A Assessing the potential impact if it malfunctions or if it requires replacement

A Characteristics and Attributes?
A Evaluating various aspects such as its complexity, size, maturity, anc;giber

A Contributors and Community?
A Determining the number of active contributors and their demographics _ (_je_mand _
A Availability of Support? investment, activism and commitment !

A Confirming the availability of support channels, either commercial -bioinse

A Release Cadence and Update Frequency?
A Analyzing the frequency of releases and updatedjisdal t A 18 AYRAOIFGA2Yy > &SG az2ysS 0O2YLJR

A Track Record?
A Reviewing the history of bugs, vulnerabilities, fixes, and overall performance/score in the community

A Visibility and Recognition?
A LRSYGATFeAYI AF A0U&a NBO23IYyAT SR 2N 2y GKS NIRIFINI 2F YI 22N

Quality, security, and sustainability

f 2 LIY Shidaesigedapproadhihaddgpés ®&yénd tNeSolp dok



Open source IS No

FREE LUNC
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GitHub besieged by millions of
malicious repositories in ongoing
attack

GitHub keeps removing malware-laced repositories, but thousands remain.

DAN GOODIN - 2/28/2024, 11:12 PM

THE

L]Linux | uope

The Rising Threat of Software Supply
Chain Attacks: Managing Dependencies of
Open Source projects

PAOLO MAINARDI | 15 AUGUST 2023

r U
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Is Al making our code stupid?

Al-generated code has transformed software development forever. That's not
necessarily good. A solid review process can shrink bloat and attack surfaces.

OCODO OO

Unleashing developer productivity with
generative Al

June 27, 2023 | Article

= MIEEE SECURITY POLITICS GEAR BACKCHANNEL BUSINESS MORE v SIGN IN SUBSCRIBE Q

WILL KNIGHT BUSINESS JUN 29, 2823 12:88 PM

The Huge Power and Potential Danger of Al-
Generated Code

Al. Four actions can maximize productiv Programming can be faster when algorithms help out, but there is evidence Al coding
risks. assistants also make bugs more common.

A McKinsey study shows that software ¢

complete coding tasks up to twice as fa

-




Al. Saviouror the Last Drop?

ldzi2YlFGA2y ¢ {I FSi
A Insecure Abenerated code is real

Volume > Review
A More commits, harder human oversight

Adversaries are learning too
A Alpowered attacks are a fact

Community trust at stake
AL Ol yQi NBLIX I OS &auic-

\ Acceleratingsecurity
A Scans/ulnerabilities& generatesSBOMSs

\ Supportingmaintainers

A Automatespull requestreview,
dependencyhygiene& X

\Detectingpatterns at scale
A Spottinganomalieshumansmight miss

\ Reducingoil
A Frees human efforfor strategicwork

LRSYUAUEE ¢NHzaU 9 v dzl f




Ensure Open Source AtodelsE  t £ | G F 2 NJ

A Fasttrack Innovation & Ecosystem
A Globalcollaboration
A Rapid iteration, morédeas robusttools

A Accessibility & MarkeFairness
A Lowersentry barriersfor startups,academiagovernments
A Supportsregionalinnovation(e.g.,LatamGPT)

A Standards)nteroperability & Reproducibility

A Encouragesharedprotocolsand scientificrigor; vital for
regulatedsectors

A Trust,Ethics& Auditing

A Publicauditability buildsconfidence ethicaltools evolvein
open forums

A Sovereignty& StrategicAutonomy
A Control over Alalignedwith localvaluesandglobalbalance

A Supports Open Source Communhalues

A Reinforcesollaborativenorms reinvestment talent
development

2 Ke hLISyYy {2d2NOSK al e&os
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Freedom or Not? The OSS Paradox

In the proprietary/commercial/hybrid community

A Opportunistic Open Source X X o X
AProfitRNA @Sy dzaS 2F (KS d2LISYy &a2dz2NOS¢ I 6St
A Profit Over Principles
A Business gains prioritized over community values

A Hollow Commitments
A Lip service to Open Source ideals without meaningful contribution

A Deceptive Marketing
A Promoting openness while pushing proprietary models

A Community Betrayal
A Exploiting goodwill without giving back

A Standards Undermined
A Interoperability takes a back seat

A Tech Oligarchy
A Large vendors steering projects, consciously limiting diversity and innovation

RANT MODE: ON

As a community we should condemn these practices, but also come up with ideas for sustainable business
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Open Source Software: Roads and Bridges: The Unseen Labor
The $9 Trillion Resource Behind Our Digital Infrastructure

Companies Take for

14 JULY 2016

Gra ntEd RESEARCH REPORTS

Many companies build their businesses on open
source software, code that would cost firms $8.8
trillion to create from scratch if it weren't freely
available. Research by Frank Nagle and colleagues
puts a value on an economic necessity that will
require investment to meet demand.

Featuring Frank Nagle and Manuel Hoffmann. By 1’%( @

OpenForum Rachel Layne on March 22, 2024,
Europe

OpenForum Europe and Fraunhofer ISl conducted a

for the European Commission. The project
aimed to provide solid evidence for shaping European Open Source policies for the years to come is now over, thank
you to all contributors who supported our research.

The European Commission published our study on the impact of open source software (0SS) and open source hardware
(OSH) on the European economy, conducted by Fraunhofer I1SI and OpenForum Europe on 6 September 2021.

. The study estimates that open source software contributes between €65 to €95 billion to the European
Union's GDP and promises significant growth opportunities for the region’s digital economy. To achieve that, the EU should
actively engage in a transition towards more openness in its political and investment culture.

Sachiko Muto, the CEO of OpenForum Europe: “Open source offers a greenfield advantage for policymakers and Europe
has the chance to lead.”

As Eghbal outlines, digital infrastructure should be
treated as a necessary public good. Free public source
code makes it exponentially cheaper and easier for
companies to build software, and makes technology more
accessible across the globe. However, there is a common
misconception that the labor for open source projects is
well-funded. In reality, it is largely created and maintained
by volunteers who do it to build their reputations, out of a
sense of obligation, or simply as a labor of love. The
decentralized, non-hierarchical nature of the public
coding community makes it difficult to secure pay for
coders, yet the work that emerges from it is the
foundation for a digital capitalist economy. Increasingly,
developers are using shared code without contributing to
its maintenance, leaving this infrastructure strained and

vulnerable to security breaches.



Trillions Extracted EurocentContributed?

Als it time for an Open Source Contribution Balance Sheet? . o
A2S YSI adaNE /hi SYAaarzyad 2SS RAaOt2asS UKSYO®

A lmagine this in every annual report & EU procurement bid
A People:Maintainers funded & employee time upstream
A Money: Grants, enterprise OSS payments, memberships
A Infrastructure: Cloud credits, Cl pipelines, tooling
A Metric: (1)+(2)+(3) as % of revenue or market cap

A Set a baseline. Make it transparent. Reward leaders.

A Without accountability, we risk OS@ashing while communities erode OPEN SOURCE SCORE
A Would your organization dare to publish its OSS balance sheet?
A To be benchmarked with others?

A Which metric would you add?
4 ‘ Red Hat

And what about a metric for OSS consumptio
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Digital SovereigntyDefined?

sovereignty noun @0 DIC COMICS PRESENTS

sov-er-eign-ty ( 'sa-v(a-)ran-té«y) ) -varn-tg, also ‘se-
variants or less commonly sovranty I AM I HE lAW
™
e \
A

plural sovereignties a/so sovranties

Synonyms of sovereignty >

1 a :supreme power especially over a body politic
b : freedom from external control : AUTONOMY

¢ : controlling influence

2 :onethatis sovereign

especially : an autonomous state

Data Sovereignty

OperationalSovereignty

TechnicalSovereignty

Ok, but inpracticeX what doesthis mearf?

A Supreme and Independent Power
A No higher authority can override decisions
A Full control over laws, policies, or operation

A SeltDetermination and Autonomy

A The ability to act independently without external
interference

A Freedom to set rules and operate without dependence
on outsiders.
A Legitimate Authority
A Backed by legal, historical, or democratic legitimacy
A Recognized by others as having rightful control.

A Crisis DecisioiMaking Power
A The ability to act beyond normal rules in emergency
situations
A Enforcement and Control
A The power to enforce rules and impose consequences
A Without enforcement, sovereignty is symbolic rather
than real.
A Recognition (for states and organizations)
A Others acknowledge and respect sovereignty



Data and artificial
intelligence

Currently,

Y21JI WYMEWY’
digital infrastructure
and technologies are
Imported, creating

systemic
vulnerabilities and e
ham pering the things & devices

| JNDRY UKt WH
Innovation and
selfreliance

Networks

Chips

Raw materials,
energy, and water

https://www.euro -stack.info/




Island Mode Test!

A 2dzNJ LISNEZ2Y | f aoNHziS FT2NDSE

how sovereign you are’in practice

A Imagine you cut everything that is outside
your sovereign control:

A No external connectivity

A No external repository access

A No external API access

A No external DNS service

A No external documentation

A No external subscription activation check
A No external vendor support

A No external operators

A No external updates or patches

A X

What does this mean for
A
acbi2o Open Source?

b2 YIGGSNI K2 o0A3 e2dzNJ A a

A Ask yourself:
A Legal:Can you compel your vendors?
A Hardware:Can you repair/replace without imports?
A Software:Can you operate & patch without the vendor?
A Skills:Do you have the expertise-iouse?
A StandardsCan you interoperate on your own terms?

A Sovereignty gap = dependencies you cannot contr

A Goal: Ensure resilience & autonomy
A ncticsolation, but choice.



VendorLockin: HiddenRisksn Our Digital Engine

AVendorlock-in is multi-dimensional
A Businesstechnica) operational sills
ecosyster™d X
AEnduserexperienceoften hideslock-in
A Seamlesservicegnaskdependencieslearning
curve isnot to beignored

AQuestionableOpen Sourcgracticescan
createlock-in

A Proprietaryextensiongoften subtle), limited
support,limited upstream
ADigital sovereigntyat stake

A Overrelianceon a singlevendorundermines
control

V', What does this mean for
soliS Bty Open Source?

Who rules your IT? With OSS, the answeyaos:do



Open Source as a Leviar Digital Sovereignty?

A Linux Foundation Repofinding (2025)

A Widespread impact

THE
L] EiNux | cesearch

™ "
L] Linux | ucpe

A Open Source is embedded across domains Bcanoni By et
(64% IT infra, 55% cloud/containers, 54% W Open Source
web/app dev, 41% Al/ML) Open Source as

A Clear benefits Europe’s Strategic

A 90% see sustained/growing value Advantage

A 75% report higher quality e .. el

A 69% greater COmpetltlveneSS ::W”:y‘.'{mm 2 Regulatory and Geopolitical Shifts

A 63%? higher productivity with reduced leakand O
COStS

A 58% expect most innovation gains from Open
2070 &2 A Gaps to close

A Only 34% have an Open Source strategy
A 22% have an Open SoureegrammeOffice
A 28% employ fultime Open Source contributors

~ A Glevel awarene Y xox £ &
h LISy BRI e AE kit ieR)Y
Cailean Osborne and Adrienn Lawsbn d h LISy { 2 dzNDS a4 9dzNBLISQa { NI GS3IA0

9dzNR LISEY hLISYy {2d2NOS /2YYdzyAidée | YAR wS3Id&égoit2NE | yR D
The Linux Foundation, August 2025.

2peivevantinuxfcundation.org/researchiwe:!d -of-cpen-sot e u-2025

A Sovereignty opportunity
A 38%prioritise Open Source for Al/ML

A 52% want strqn?(engovernment adoption to
aUNBYIUKSY 9dzNB LIS Qa
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https://www.linuxfoundation.org/research/world-of-open-source-eu-2025
https://www.linuxfoundation.org/research/world-of-open-source-eu-2025

Open Source as a Digit8bvereigntyDriver

A Strategic Open Source asauntermeasure

A Micro-Communitiesreusablecomponents enterpriseopen source
A Visibility is key

A Knowingall componentsdependenciesand upstreamecosystems

A Control & Transparency )
A Full accesto @ O 2 R S ¢ ddapt giaremindEpendently

A OperationalAutonomy
A Runit on your own termswithout foreigndependency

A Legal &ContractualLeverage
A OSSavoidsone-sidedcontractsandsupports EUbrocurementsovereignty

A DataProtectionby Design
A Alignswith GDPR docalcompliance. DatataysunderEU control

A EcosystenResilience
A Buildslocalskills,reducesgeopoliticalrisk, fostersEuropearinnovation

Who rules your cloud? With OSS, the ansgearbe: you do
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04/2025: EUaunches

o
: Re
Open Source SolutionSatalogue 02/2025: UNlaunches _ V
https://interoperable-europe.ec.europa.eu/ Open SourcéPrinciples ict-reuse.be

https://unite.un.org/

Interoperability and open standards are key !



