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Setting the Stage:
Digital
Dependence

3 US hyperscalers control >65% of
EU cloud market

e 92% of Western data stored
outside Europe

e Al & critical software dominated
by non-EU vendors

* Geopolitical uncertainties
* Trade & Legal disputes EU <> US
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Microsoft Can't Keep EU Data Safe From US
Authorities
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Published Jul 22, 2025, 07:56am EDT

< Share [] Save E| Comment 0 NOW PLAYING: KEN CHENAULT SHARES WHAT

KEN CHENAULT

FORBES’ FEATURED VIDEO

The French Senate (Photo by Samir Hussein - Pool/Wirelmage)
WIREIMAGE

Microsoft has admitted that it can't protect EU data from U.S. snooping.

In sworn testimony before a French Senate inquiry into the role of public procurement in

promoting digital sovereignty, Anton Carniaux, Microsoft France's director of public and legal
affairs, was asked whether he could guarantee that French citizen data would never be En taksen voo
transmitted to U.S. authorities without explicit French authorization. And, he replied, "No, I u afgerekend.

cannot suarantee it."



Questions for
the Audience

Who is using European Cloud providers ?
Who is using hyperscalers mainly as IAAS ?

Who is actively looking at a move away from US owned
Clouds ?

Who is considering private Al over Al —aaS ?
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What is Digital Sovereignty?

 Data sovereignty — control over data
location & access

 Operational sovereignty — independent
IT operations — Know-How

* Software sovereignty — auditability &
adaptability
* Infrastructure sovereignty
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Risks of Losing Sovereignty

& Geopolitical: US
Cloud Act access

G Security: Black-box
software risks
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Economic: Vendor
lock-in raises costs

Innovation drain:
skills trapped in
proprietary silos
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Open Source as a Sovereignty Enabler
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Code auditability & Adaptability to Shared development Interoperability
transparency regulations across borders prevents lock-in
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The Way forward AR
* Inventory — NS NN A )
* Setthe organisational rules A ! ST ( .. JORT
 Automation to independence N S RS \
Ansible, Multicloud b RN SR BT = !
*  Choose flexible building blocks _Savgid WA T

Containers, Openshift, ...

https://www.redhat.com/en/blog/red-hats-
commitments-sovereign-cloud-your-cloud-
your-rules

* Strategy
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Organisational
Rules

Mission Critical vs Business Critical
SAAS

— Convenience vs Control ?
— 0365/ Google Workspace

Decisions on :
— Data : Where do you store what ?
— Knowledge : recruite, partner, train
— Infrastructure : On-Premise, EU-Cloud, ....
— Software : Open Source !
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Red Hat Ansible Automation

00 o &

Automates IT operations Open, reusable playbooks Cloud Mobility
& compliance
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Flexible Building Blocks

aﬁ

Containerization

Pas

Micro Services

S

Openshift
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Be prepared or move
ahead

Strategy
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All Levels ? Know-How

Building
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The Al Dimension of Sovereignty

39 Proprietary Al models limit transparency

'Q‘ EU Al Act requires explainability

Open Source models make it possible to inspect the architecture, trace how
decisions are made and understand limitations

iolo  OpenShift Al enables sovereign Al with a hybrid solution for training,
1010 inference, model serving an integration with Hugging & Mistral, ...
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Sovereign Security

IT Security Industry is dominated by USA & Israel

Products and Threat Intelligence is mostly Open
Source based

Take control of your Security/SIEM data, retention
times & actions
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Local Sovereign Security offering

KangaSec offering
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Care-free Linu SIEM/soc nts
sssss ity O
Hardening & Privileged Access ~ Web Application IDS/IPS
Compliance Management Firewall
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OpenSCAP + Satellite + Ansible
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Real Cases @
Kangaroot

Build an on-premise Openshift to
replace existing AKS container
platform for Dutch City

On-premise Al workloads on
Openshift for Belgian civil service

Self-hosted backend services for

international NGO (mail, fileshare, [
videoconf, chat, SSO en authentication, ‘
Git, ...)

Self-hosted, container-based TN
backend services for Belgian Gov

(mail, fileshare, videoconf, chat, SSO en

authentication, Online Office...) .
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Q&A

info@kangaroot.net
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