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Example: A patient portal for a medical institution

Have you ever had any of these problems?—

¢ Considering operability For security reasons etc. Considering a VPN connection...

| tt the cloud Can't the cloud , :
want to use the clod antHsethe cod The NW team’s setting requests are not

supported by the appli development team only.

ﬁ But that adjustment takes time.
Payment apps
4
Patient Portal e We want to enable self-service integration
(front end)

between applications running in different
. environments by our app development team.
Patient DB e Security should also be taken into consideration

|’ e, |want tosetit up easily and quickly, evenif| don't
| have any network knowledge.

The system is behind a NAT or firewall and
requires external access permission
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High-level description of Skupper

Red Hat Service Interconnect

Achieving secure and flexible communications in a hybrid cloud environment

& RedHat

Based on the OSS Skupperl”, Service Interconnect (2 Public
it securely connects different

environments, such as public —
and on-premise. Application

Configure network | Service (Virtual)
connections not only between. ~~~~~ Stmmmeeees |
OpenShift clusters, but also /m .
. - . . TCP TCP over T
with existing physical/virtual EI Server/Edge AMnger —— AMQP 5 Datacenter

machines and edge with TLS with TLS
environments. W [%
.@ Skupper

It does not require complex

network settings such as | Service (Vlrtual) }
firewalls or routing, making it
easy for application
developers to use. Application ° Application

[1]: https://skupper.io/ oom ‘
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Setup of Skupper

Easy setup in 4 steps

No need to change network settings; app developers can easily set it up themselves

STEP1 STEP 2 STEP 3 STEP 4
Initializing Token Generation Link Generation Service
Skupper publishing
Public Private Public Private Public Private Public Private
amespace ramespaces namespacen || namespaces Cnamespacen || namespaces vomespacen | | namespacen
app-A app-B app-A app-B app-A app-B app-A $» app-B
Skupper Skupper Skupper Skupper
.................... } )
,//

$ skupper init

$ skupper token create

Deploy to the Namespace where the target application runs

$ skupper link create $ skupper expose service app-b
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Configuration overview
Reference: Red Hat Service Interconnect configuration overview
Skupper routes application communication over AMQP

Responsible for skupper-router configuration, interconnection
certificate management, and GUI provision

Public Private
namespace A namespace B
eI - skupper- skupper- emmTTTTTTTTTI
. Service 3 service- service- g Service )
/ ---------------- controller controller [N CGEEERRET TNl

| .
Namespace A can see the service in Connectowcomedm ’ ‘ |
Namespace B. : : OuUte listener ' Pod

(The actualendpointisskupper- ... S T T TN
router.) / N p
Router that relays AMQP Two-way communication

possible across NAT/FW
5 messages



Real scenario

For example, in the previous system

Access from a cloud Front End while keeping personal information in a private environment

Typically, alink is established in the internal-to-external
direction where communication is permitted.(To the

The front-end application makes requests to the , ,
ingress of the Skupper Router on the public cloud.)

service names of the payment app and patient

database. Public Cloud On-premise environment
Red Hat i A R RedHat
\ OpenShift ﬂ OpenShift
Payment
— 1 AMQP Messaging > - _/ app
Front End - Patient
S —
DB
External-to-internal connections
are possible.
° (No NAT or FW configuration

changes required.)



Architecture

Reference. VAN: Virtual Application Network

Skupper can be configured in a variety of network
topologies, including mesh and hub-and-spoke.

»
I X1

=

AN PAN /.
TS

A network configured using multiple Skupper
Routers is called a "VAN (Virtual Application
Network)."

If a route failure occurs on a VAN, the
shortest route is recalculated based on the
link state. (This uses an algorithm similar to
OSPF))
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Connect

Thank you

facebook.com/redhatinc

m linkedin.com/company/red-hat

twitter.com/RedHat

m youtube.com/user/RedHatVideos

https://developers.redhat.com/products/service-interconnect/overview
https://piotrminkowski.com/2023/08/04/kubernetes-multicluster-load-balancing-with-skupper/
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