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The Factory

• Mass Production Efficiency

• Quality Control

• Supply Chain Integration

energy

Input

Output 
(Product)

(Raw Materials)

Assembly Line

Repeatable, scalable business capability

energy
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The AI Factory

• Mass model/token production

• Model performance control

• Data and workflow integration

Repeatable, scalable business capability

(compute)
Assembly Line

energy
energy

Input

Output 
(Intelligence)

(Data)
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The pace of AI innovation 
is staggering

20261990s
Machine learning Physical AI

2022
ChatGPT

2024
Assistants

2025
Agentic AI
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Inference Demand
Power | Compute | Networking

50 – 200 x Tokens

10 – 20 x Tokens

ONE SHOT AGENTIC

I N T E R A C T I O N  M O D E L

REASONING
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Robust, flexible infrastructure to meet your needs
Infrastructure

Data center building blocks Full stack systems

AI Pods

AI

Nexus 
Hyperfabric AI

Silicon OneNexus

Unified Computing 
System

AI

Cisco Validated Designs

Secure AI Factory

Nexus 
Hyperfabric
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Cisco AI POD 
Full Stack System

Modular components for flexible adoption
Deploy AI with confidence: CVD
Sizing tools for predictability
Fully stack by Cisco, including 3rd Party

C
isco Security

Splunk O
bservability

L A N  A N D  S A N  N E T W O R K I N G

A C C E L E R A T E D  C O M P U T E

K U B E R N E T E S

O P E R A T I O N S

UCS

NEXUS

A U T O M A T I O N A I  T O O L I N G

INTERSIGHT &
NEXUS DASHBOARD

E X T E N D  T O
S T O R A G E  P L A T F O R M  

E C O S Y S T E M

TRAINING INFERENCEOPTIMIZATION

ISOVALENT
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Operations as Code for the DC Compute

Cisco Intersight®

Ops Staff
End User

Source of Truth

Policies and Templates

Certified and validated 
content collections

Lightspeed for genAI
automation code

Intake

Policies and actions

Event-Driven 
Ansible

Anomalies

Automation Pipelines

Response
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Cisco Secure AI 
Factory with NVIDIA
Bringing hyperscaler innovation to enterprises

Reference architecture
Validated solutions and turnkey offerings
Differentiated with Security and Observability
Securing the Application, workloads 
& infrastructure 

Partner Storage

Cisco Compute

Cisco Networking & Optics

Kubernetes Platform

NVIDIA AI Software

C
isco Security

Splunk O
bservability
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Cisco Secure AI 
Factory with NVIDIA

C
isco Security

Splunk O
bservability

AI Practitioners

SecOps and Site 
Reliability Engineering

IT 
Infrastructure 
& Operations

Partner Storage

Cisco Compute

Cisco Networking & Optics

Kubernetes Platform

NVIDIA AI Software
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Delivering Trusted AI Outcomes
Security capabilities in Cisco Secure AI Factory with NVIDIA

CISCO 
COMPUTE

CISCO 
NETWORKING
& OPTICS

Cisco AI POD

PARTNER 
STORAGE

AI SOFTWARE

Multi-Category 
Security

Ransomware 
Protection

Encryption at 
Rest

NVIDIA 
Confidential 
Compute

Supply Chain Integrity

Fabric Exploit 
Protection

Perimeter 
Security 

Zone 
Segmentation

AI Runtime 
Segmentation

OS Exploit 
Protection

Container 
Transport 
Encryption

Model Validation | Model Guardrails | AI Supply Chain

Library Weakness Protection

SecOps

Access
SIEM & SOAR

Threat Intelligence

Observability
 

Model
Application

Platform
Infrastructure

Shared Services

Support
 

Single Vendor 
Contact
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Securing the AI stack

    
    

Secure Use of AI
Protect both the development and use of AI 

applications

AI Defense

AI-native Security
Ensure secure networks and systems with 

AI-powered capabilities 

Cisco Live Protect, Hybrid Mesh Firewall, Universal 
Zero Trust Network Access, Isovalent
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A three-step framework for developing secure AI applications

Secure Use of AI: Cisco AI Defense

Discovery
Uncover AI assets including models, 

agents, and datasets

Detection
Test for AI risk, vulnerabilities, and

susceptibility to attack

Protection
Define guardrails that secure data and

defend against runtime threats

Unified management with Cisco Security Cloud Control
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Cisco AI 
Observability
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Secure Factory at the edge with Cisco Unified Edge
3 RU chassis
2 or 4 post 
mounting

Up to 5 modules
Compute and 
networking options

2x 2400W PSUs
N+N redundancy-capable 

2x chassis 
management controllers 
Fully redundant

Compute
Half-height/half-
length GPU

Red Hat Enterprise Linux (RHEL) 
on Cisco Unified Edge

Secure operating system:
Stable, enterprise-grade foundation for all edge workloads, ensuring 
reliability and security for critical operations.

Consistent foundation:
Deployed using Cisco Validated Designs and Cisco Intersight® 
blueprints, thereby ensuring a standardized and manageable OS layer 
across all edge sites.

Optimized for performance:
Leverages Cisco Unified Edge's high-performance hardware, including 
CPU, memory, and storage, for efficient execution of applications.
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Cisco Secure AI Factory

Cisco Differentiation

The Security The Network The Assurance

Security-first architecture enables safe 
enterprise AI 

Pre-validated AI infrastructure stack with 
flexible deployment options improves data 

scientists and developer productivity

High-performance integrated AI networking 
enables efficient model training and 

inferencing




