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Performance

Provision persistent storage for performance and scale

Availability

DR and business continuity with SnapShots and
SnapMirror

Security

The most secure storage on the planet — the only
vendor certified to store top secret data by the NSA

Mobility
Transfer and synchronize data across environments

without operational overhead

Efficiency

Automated provisioning of storage for Kubernetes apps



The Combined
Advantage

NetApp and Red Hat OpenShift

Enhanced Data Robust Data
Management Protection

% Cost Efficiency Unified Platform

Proven
Expertise Containerization
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NetApp Intelligent Data Infrastructure for Red Hat OpenShift

Consistency by design

§K Manage Kubernetes adWws ‘ A Aaure ‘ Goog,aud ‘
o @)

apps and VMs across
the hybrid cloud "

° Prevent app downtime
and data loss

On: Secure Openshif WM RedHat Openshif
Virtualization
workloads
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Gartner Critical Capabilities 2024 “NetApp’s AFF exceeds requirements for all use cases.

It performs particularly well with hybrid IT operations
management and containers due to support for all major
distributions of Kubernetes on-premises and in the

Containers workload

cloud.”

NetApp AFF A-Series

Product or Service Scores for Containers

Rated #1 for Kubernetes workloads

NetApp I N A
NetApp® AFF scores highest for the 3 year — e e
in a row Dell Technologies ---- 4.39
Hitachi Vantara ---. 4.39
High score due to its blend of performance, IBM I N N -
features, and storage efficiencies compared Huawei | | JER
to the competition HPE I N N -
. : Infinidat I N N -
®
NetApp ONTAP® delivers data protection, i e ———

reliability, and flexibility for containers and T aveTENS e

Kubernetes deployments 1 , ; , ;

As of 14 June 2024 2 Gartner, Inc
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https://www.gartner.com/doc/reprints?id=1-2IUGCBR5&ct=240919&st=sb

Simplify your migrations
NetApp Shift Toolkit

Microsoft

S == Hyper-V

Convert and D ey - Reduce migration
migrate in minutes vmware % ‘ Red Hat & licensing costs
by Broadcom —» _ OpenShlft
Shift Toolkit :
Reduced ORACLE Separate dev/test
downtime and & production
disruption > LINUX VM
XPROXMOX

AKVM
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Joint, Validated Solutions

Virtualization

Red Hat OpenShift Virtualization with ONTAP and
Trident

» Fast VM migration with NetApp Shift

Containers

Red Hat OpenShift Container Platform with CSI
integration for Trident

* Pulls ONTAP functionality into existing workflows
* Integrated protection, migration, DR at no additional cost

Managed Cloud

Red Hat OpenShift Service on AWS with FSxN

Red Hat OpenShift Dedicated with GGNV

Red Hat OpenShift on Azure with CVO

FlexPod Cisco Validated Designs

FlexPod hybrid cloud for Red Hat OpenShift
Virtualization

FlexPod Data Center for OpenShift Container
Platform

FlexPod for OpenShift Al
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NetApp Trident

Automated storage provisioning

« Automated storage provisioning

Automated Storage Data Protection & Disaster
provisioning Recovery * Open Source and free-of-charge

TRIDENT . .
» Maintained and supported by NetApp

P %
R (o)
» Multi-protocol support
@ - iSCSI, NFS, SMB, NVMe/TCP, FCP

Google Cloud ONTAP Cluster Azure NetApp Files * A” accCess mOdeS Supported
NetApp Volumes « RWO, RWOP, RWX, ROX

« CSI compliant
» Snapshots, Topology, Online expansion,...

Cloud Volumes ONTAP Amazon FSx for . .
(CVO) NetApp ONTAP * Multiple Installation methods

» Operator, HELM based, tridentctl cli based
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Trident Qualification Matrix
Updated with Trident 25.10

Operating System (1) Container Platform ) Storage Backend
RHEL (AMD64 & ARM64) Kubernetes DD FAS, AFF, ONTAP Select
8+ 1.27-1.33

Ubuntu (AMD64 & ARM64) O OpenShift Element OS
22.04 or later 414 -4.19 Element
& Redtiat Anthos On-Prem '
O RHCOS A @ Azure NetApp Files
(VMware & Bare Metal) ANF
W Windows Server Rancher RKE2 Google Cloud NetApp Volume
] 2019, 2022 1.27 - 1.33 GCNV J PP
aWS  Bottlerocket Q C(i/lc?ud Volume ONTAP
@ Amazon FSx for NetApp ONTAP

(1) Trident does not officially "support" specific operating systems, the following Linux distributions are known to work
(2) Trident also works with a host of other fully managed and self-managed Kubernetes offerings, including Google Kubernetes Engine (GKE), AWS’s Elastic Kubernetes Services (EKS), Azure’s Azure Kubernetes Service (AKS), Mirantis Kubernetes
Engine (MKE), and VMware Tanzu Portfolio.
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NetApp Trident

Storage Provisioning @ .
r

Storage

J
() PV1 I 7 Admin

10GB

RWX 01 Configures storage backends

06 Detects creation of PVC ) )
07 Finds storage pools that satisfy the class Gold 02 Installs Trident in K8s
gep y 03 Adds one or more backend

08 Creates volume in an appropriate storage pool Persistent )
09 Creates PV and binds PVC with PV Volume 04 Drsz';‘sz :i‘z;i?negasz based on
10 Mounts the volume onto the container P yp

Trident

E Developer
05 Creates PVC

1 NetApp

Trident Storage Pools

TRIDENT

Azure NetApp File Google Cloud FSx for NetApp ONTAP | Cloud Volumes ONTAP
NetApp Volumes
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What features does NetApp Trident propose? (aside from provisioning volumes ...)

CSI Specific

CSI NetApp® Snapshot™ copies and volume creation from CSI
Snapshot copies

CSI topology

Volume expansion

Security
Dynamic NFS export policy
Dynamic iSCSI initiator groups management
iISCSI bidirectional CHAP
Host-side encryption using Linux Unified Key Setup (LUKS)

Control & Data Protection

Storage and performance * Volume & Snapshot Import

consumption « Custom volume/label names

Cross Namespace Volume
Access (NFS)

Monitoring

* In-Place Snapshot Restore
* SnapMirror integration

Installation methods

Binary * Operator
Helm Chart * GitOps
EKS add-on

Choose your access mode

RWO (ReadWriteOnce, ie 11 Volume/Host)
RWOP (ReadWriteOncePod, ie 1<>1 Volume/Pod)
RWX (ReadWriteMany, ie 1<n)

ROX (ReadOnlyMany)

Choose your protocol
NFS * iSCSI

SMB * NVMe over TCP

* Fibre Channel
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NetApp Trident Protect

Advanced data management and protection

* Kubernetes-_natlve, fr_ee to use CRDs for @ Automated Storage Data Protection & Disaster
data protection and disaster recovery provisioning Recovery

TRIDENT

« Snapshots, backups, and restores

a»
- Migration and portability of apps with 0 @ .. y @

their data
- Disaster recovery with storage @
replication
Google Cloud ONTAP Cluster Azure NetApp Files
* KubeVirt / OpenShift Virtualization DR NetApp Volumes @ @
Cloud Volumes ONTAP Amazon FSx for
« Simplified blue-green upgrades (CVO) NetApp ONTAP
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Disaster Recovery for OpenShift Virtualization VMs
NetApp Trident is a Certified Operator for Openshift Virtualization

0 openshift-cluster-src 0 openshift-cluster-dest

Namespace: vms Namespace: vms-dr
P b S et ettt > ~:a
VMs Metadata Replication g VMs

S ¢ oo & OO

TRIDENT TRIDENT

R it >
PVs replication

NetApp NetApp
storage storage
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_ » Define application — apply manifest:

Data prOtGCtlon on-demand or sched apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:

name: wordpress-app

namespace: trident-protect
spec:

includedNamespaces:

- namespace: wordpress

Snapshot of * Or run protectctl command:
PVs $ tridentctl-protect create application wordpress-app --
@ App namespaces wordpress -n wordpress

S e « Snapshot application — apply manifest:
apiVersion: protect.trident.netapp.io/v1l
Object storage kind: Snapshot

-_ metadata:
E name: wp-snap-1

namespace: trident-protect

o spec:
m Application appVaultRef: bucketl
metadata . .
applicationRef: wordpress-app
* Or run protectctl command:
$ tridentctl-protect create snapshot wp-snap-1 --app
wordpress-app --appvault bucketl -n wordpress

Protect your application, metadata and persis
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Disaster Recovery with SnapMirror

Deploy app
@rom backup or

snapshot

@ Primary cluster
goes offline

_%_ Primary cluster 1 Secondary cluster |

. L : : |
Enterprise applications require a clear Disaster ,

Recovery strategy Iﬂl | V_'l 1' | | | | | |

zontainers

—
I
I

@ Post-failover hooks executed
on destination application

Replicate applications to a remote cluster in fol
disaster recovery using SnapMirror

\_() Snapwiirror
consistently

replicates data
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NETAPP TRIDENT
PROTECT

Demo of VM Protection

Matteo Calcagni
Partner Technical Lead
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