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A machine learning model in production

Trust me, I know what I'm doing!



What could possibly go wrong?
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Source: https://www.youtube.com/watch?v=R03Dtu1r6nk 

http://www.youtube.com/watch?v=R03Dtu1r6nk&t=21
https://www.youtube.com/watch?v=R03Dtu1r6nk


What could possibly go wrong?

3
Source 1
Source 2
Source 3

https://x.com/colin_fraser/status/1736497875415433587?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1736497875415433587%7Ctwgr%5Eecb0b6168b7d3ae48b3830c00f7196d4bf9c88ea%7Ctwcon%5Es1_c10&ref_url=https%3A%2F%2Fwww.encodify.com%2Finsights-blog%2F10-ai-fails-and-what-we-can-learn-from-them
https://github.com/mariofusco/quarkus-drools-llm
https://www.heise.de/en/news/Artificial-intelligence-Vibe-coding-service-Replit-deletes-production-database-10499597.html


Ingredients for secure & responsible model serving
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Data privacy & security: 
Open hybrid cloud

High availability, scalability, ease of use: 
AI platform

Reproducibility: 
Model registry



Demo: Model Registry
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Source: https://www.youtube.com/watch?v=c13jhJTAeUs 

https://www.youtube.com/watch?v=c13jhJTAeUs
http://www.youtube.com/watch?v=c13jhJTAeUs&t=74


Ingredients for secure & responsible model serving
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Data privacy & security: 
Open hybrid cloud

High availability, scalability, ease of use: 
AI platform

AI transparency, control & flexibility: 
Open Source LLMs

Reproducibility: 
Model registry

AI governance: 
bias & drift metrics

Platform governance: 
risk mitigation & compliance

Fairness & Compliance: 
LLM evaluation & guardrails



Demo: Language Model Evaluation (LM-Eval)
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Source: https://www.youtube.com/watch?v=ym2Ioj86yG8 

https://www.youtube.com/watch?v=ym2Ioj86yG8
https://docs.google.com/file/d/1cD-nswIxNoxgC9f1nuvAcJFKcLS2zxck/preview


Demo: Guardrails
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Source: https://www.youtube.com/watch?v=Owr2ToxRbho 

https://www.youtube.com/watch?v=Owr2ToxRbho
http://www.youtube.com/watch?v=Owr2ToxRbho&t=294


Resource Optimisation: 
GPU-as-a-service & LLM quantization

Ingredients for secure & responsible model serving
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Note: This list is not exhaustive!

Open Source: 
always & everything!

Data privacy & security: 
Open hybrid cloud

High availability, scalability, ease of use: 
AI platform

AI transparency, control & flexibility: 
Open Source LLMs

Reproducibility: 
Model registry

AI governance: 
bias & drift metrics

Platform governance: 
risk mitigation & compliance

Fairness & Compliance: 
LLM evaluation & guardrails

Security: 
Supply chain management & security



Some control may not be the worst idea…

10

Source: https://www.youtube.com/watch?v=XGoU7urNTbI 

https://www.youtube.com/watch?v=XGoU7urNTbI
http://www.youtube.com/watch?v=XGoU7urNTbI&t=60
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