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Standard Kubernetes API
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Standard Kubernetes API

Use whatever you want
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y cloud-init

Cloud-init

Restart the VirtualMachine to apply changes.

You can use cloud-init to initialize the operating system with a specific
configuration when the VirtualMachine is started.

The cloud-init service is enabled by default in Fedora and RHEL images.
Learn more

Configurevia: () Formview @ Script

X Opt + F1 Accessibility help @ View shortcuts

Show tooltips

#cloud-config

‘ Reload ’ ‘ Cancel ‘ 3 Download

Apply Cancel




GitOps

e.g. for VM creation or Infrastructure management
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Git Repository
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OpenShift Virtualization

GitOps
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Red Hat OpenShift Virtualization: GitOps

The x-Ops soup is getting real thick these days

4. GitOps - Managing infrastructure and apps using Git as the single source of truth.
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ArgoCD

What is GitOps?

Overview

GitOps is a set of practices that leverages Git workflows to manage
infrastructure and application configurations. By using Git
repositories as the source of truth, it allows the DevOps team to
store the entire state of the cluster configuration in Git so that the

trail of changes are visible and auditable.

O % E

Desired State GitOps Controller Final State




n

ArgoCD

Use cases of using a GitOps
Model

Continuous Delivery of application configurations
Apply Release Strategies (Blue/Green, Canary...)
Infrastructure Management in Kubernetes
Disaster Recovery

Sync Secrets

Drift Detection & Auto Remediation
Deploy/Manage Multiple Kubernetes Clusters
Security Handoff Deployments to Devs

Auto-Update Kubernetes YAMLs from a new repository
image
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Benefits of using a GitOps

Model

Deploy faster / Innovation Velocity

Developer Centric

Quick and Easy Recovery (Mean Time To Recover -
MTTR)

Secure / Separation of Concerns Cl - CD
Auditability / Audit Log outside of Cluster

Rollout based on PRs / Rollback with Revert

Code is Reviewed

Observability / Single Source of Truth & Detect Config

Drifts
Increase Stability and Reliability
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GitOps Infrastructure

Manage Clusters

GIT COMMIT
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GitOps Infrastructure

Manage Clusters

GIT COMMIT
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GitOps Applications

Continuous Integration and Continuous Delivery
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OpenShift Virtualization

GitOps Example
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Red Hat OpenShift Virtualization: GitOps
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Red Hat OpenShift Virtualization: GitOps
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Red Hat OpenShift Virtualization: GitOps

Checkout

PRZ .\ J =
BO\I\“ l«otFix/olb-cpu-uPo(ate g ’

L

\
J

GitOps - HO

4

W~



Red Hat OpenShift Virtualization: GitOps

GitOps - HOW?
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Red Hat OpenShift Virtualization: GitOps
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Red Hat OpenShift Virtualization: GitOps
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Red Hat OpenShift Virtualization: GitOps

GitOps - HOW?
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Red Hat OpenShift Virtualization: GitOps

OpenShift GitOps - how to get it?

Red Hat OpenShift GitOps Operator:

Red Hat OpenShift GitOps

116.0 provided by Red Hat Inc

> Available from Operators Hub in all nsal
OpenShift flavours*

latest

» Tightly integrated

116.0

Capability level

» Full lifecycle management, including

seamless upgrades and deep insights

Deep Insights

>  ArgoCD underneath

Red Hat

Provider

Red Hat Inc

* - Red Hat OpenShift Kubernetes Engine and Red Hat OpenShift Virtualization Engine: for VM use cases only

Red Hat OpenShift GitOps is a declarative continuous delivery platform based on . It enables
teams to adopt GitOps principles for managing cluster configurations and automating secure and
repeatable application delivery across hybrid multi-cluster Kubernetes environments. Following GitOps
and infrastructure as code principles, you can store the configuration of clusters and applications in Git
repositories and use Git workflows to roll them out to the target clusters.

Features

¢ Automated install and upgrades of Argo CD

e Manual and automated configuration sync from Git repositories to target OpenShift and
Kubernetes clusters

Support for the Helm and Kustomize templating tools
Configuration drift detection and visualization on live clusters
Audit trails of rollouts to the clusters

Monitoring and logging integration with OpenShift

Components

e Argo CD 2147




Demo time

- Look up the Operator.

- Look up the Route for ArgoCD in the gitops Namespace.
- Look at your git repo.

- Login to ArgoCD.

- Create a new app with the prepared git.

Red Hat Summit Connect Darmstadt 2025



Red Hat OpenShift Virtualization: GitOps

Possible points to keep in mind

»  State drift - VMs are traditionally mutable - users might log in and change
configurations manually (network settings, installed software, etc.).

a. GitOps assumes the cluster state matches what's in Git.
b. VM changes not represented in Git cause "state drift" — difficult to reconcile.

c. Immutable infrastructure patterns are harder to enforce on VMs compared to
containers.

Remedy: strong config automation (Ansible), limited direct management access
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Red Hat OpenShift Virtualization: GitOps

There is morel
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Red Hat Ansible Playbook
Ansible Automation
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