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What we will 
focus on? 

▸ Compliance - Quick and Short

▸ Overview on Tools

▸ Q&A



Compliance quick and short
What is understood by Compliance?

Compliance refers to the adherence to statutory, regulatory, and internal company requirements. In the context 
of IT security, compliance includes measures that ensure systems, processes, and data processing are in 
line with defined standards.
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How does CIS Compliance differ?

CIS Compliance refers to the adherence to the recommendations of the Center for Internet Security (CIS). 
This organization publishes best practices for securing IT systems in the form of so-called CIS Benchmarks.



Tool / Method Description Used for

SCAP Security Guide (SSG) Red Hat provides preconfigured security policies in 
SCAP-Format (z. B. CIS, PCI-DSS, DISA STIG). Automated checks and hardening

OpenScap SCAP-Scanner for validation and reporting. 
CLI-Tool + GUI (optional). System verification against benchmarks

Options for Hardening
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Ansible + Compliance-as-Code Automated policy enforcement with preconfigured 
playbooks. Enhanced environments with automation

RHEL System Roles: selinux, timesync, firewalld 
etc.

Ansible system roles  for uniform configuration of 
security-related services. Automated baseconfiguration

Red Hat Insights Lightspeed (Security Policies) Cloud-basierte Übersicht über 
Richtlinienkonformität (CIS, NIST usw.). Monitoring, Reporting, Alerting

Red Hat Satellite
SCAP profile management, compliance scan 
scheduling, centralized reporting, and playbook 
linking for remediation.

Big, centrally managed environment with many 
hosts

Image Builder with Blueprints Create preconfigured OS Images with hardening 
already applied. Preconfigured, secured deployments

Options for Hardening



Generic Approach
How compliance is applied to IT systems?

Select Profile and 

customize for your 

needs

Scan systems using the 

customized profile

Examining results and 

remediate



Source: Customizing SCAP Security Guide

What is OpenScap Tailoring?

▸ enable/disable of specific rules

▸ Change thresholds (z. B. password length) 

▸ Document your own metadata or reasons for 

deviations

Customizing ruleset according to the needsOpenScap Tailoring

https://www.open-scap.org/resources/documentation/customizing-scap-security-guide-for-your-use-case/


How to proceed?

▸ get and start SCAP Workbench
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Scap Workbench Project Page

Customizing ruleset according to the needsScap Workbench

https://www.open-scap.org/tools/scap-workbench/


How to proceed?

▸ get and start SCAP Workbench

▸ Select target system and profile

▸ Apply customizations

▸ export Tailoring file for further usage

Source: Customizing SCAP Security Guide
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Applying compliance to systems – the basics in practiceSCAP Security Guide & OpenScap
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▸ Distribution and management of SCAP content

▸ Scheduled audit execution

▸ Central storage of scan reports

▸ Automated hardening (via linked Ansible playbooks)

Control center in our own data centerRed Hat Satellite



Insights Lightspeed offers an out-of-the-box solution for creating compliance 

reports and generating remediation workflows.

SaaS - mostly everything built-inRed Hat Insights Lightspeed



The Image Builder offers the option of creating pre-built and hardened operating 

system images that can be used to deploy a system.

▸ standardized configurations

▸ Compliant from the very beginning

▸ Blueprints can be transferred to new operating system versions

Standalone, in Satellite, in Hybrid Cloud console or via APIImage Builder with Blueprints



Q&A
„Compliance is the evidence 

that security is happening.“
– Unbekannter IT-Security-Experte
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