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What is EFG International

• Private Banking & Asset Management 

• 40 locations worldwide

• ~3000 Employees

• ~700 Client Relation Officers

• ~100 Developers

• FINMA / DORA regulated



The initial drivers and challenges

Streamlined operation

 Fully managed and 

supported platform

 Consistency 

 Portability

 Reliability

Scalability & Elasticity

 Commitment for 

resources 

 Pay as you go for extra

 Scale down for out-of-

business hours

Security & Compliance

 Built-in CIS benchmark

 Continuous security 

monitoring

 Secret management

Speed & Agility

 Fast experiments

 CI / CD infra

 Time to market



Build and run a platform VS using Azure Red Hat OpenShift

The Parts The Assembled Car
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The Car & Pit Crew



Running your own Kubernetes cluster

Responsibilities

User management

Project and quota management

Application life cycle

Cluster creation

Cluster management

Monitoring and logging

Network configuration

Software and security updates

Platform support

Customer Microsoft and Red Hat

Virtual network

Azure VMs (Master)
Scale  sets

Azure Premium SSD Managed Disks

Node 1 Node 2 Node 3

api-server ∙ controller-manager ∙ etcd

Azure VMs (Infrastructure)
Scale sets

Azure Premium 
SSD Managed 
Disks

Node 1 Node 2 Node 3

registry ∙ router

Azure VMs (Application)
Scale sets

Azure Premium SSD Managed Disks

Node 1 Node 2 Node N

application pods

Azure Blob
Storage

Azure DNS

Azure Load
Balancer (Master)

Azure Load
Balancer (Router)

Publ ic IP Publ ic IP Publ ic IP

Azure Active
Directory

OpenShift API/administration console App 1 App 2

User
App 

defini tion

OpenShift SDN
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Let Microsoft and Red Hat…

Monitor and operate your VMs.Manage all your clusters.

Manage environment patches.Secure your nodes.

Fully managed clusters with Azure Red Hat OpenShift
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Use your tool of choice with 
integrated Azure components.

Azure Monitor

Azure Arc

Azure Resource 
Manager

Azure Firewall

Azure Log Analytics Azure 
Entra ID



ARO Landing Zone Accelerator



What worked well  

 Terraform + Azure Verified Modules (AVMs)

 GitOps (ArgoCD) + HELM charts

 EntraID (Microsoft IAM solution) integration

 Azure KeyVault integration

 Security standards and benchmarks (CIS ~ 84% MCSB ~ 70%)

 Microsoft Sentinel integration

 Microsoft help / standards



CI / CD Infra + Workloads



Lessons learned

Mindset change

Skill Gap & Organizational Readiness

On-premises architecture in cloud

Toolchain shift

Network Complexity

Choosing the best tool ( ACA / AKS / ARO / Azure Functions)
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