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Matthias Mertens

* Cloud Solution Architect
 Automation Lead
e AWS, Azure & Terraform certified
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About Helvetia

Helvetia is a Swiss all-lines insurer with business in four European countries and
in selected niche markets worldwide (Specialty Markets).
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01 Journey
to the Cloud

Some Challenges




Journey to the Cloud: The beginning

Do some trials on different clouds

* Let's put the company credit card

* Create some IAM users and share the

credentials

* [] Easy, quick and good for some tests
1 But can bring a lot of problems

@ © O § AWS Console - Signup x |+ = o X
< C @M 3 https/portal.aws.amazon.com/bill efid=em_1272228re.. A ¥ m 5 - O
English ¥
o
N
Sign up for AWS
Explore Free Tier products with a Root user email address
Used for account recovery and some administrative
new AWS account. functions
To learn more, visit aws.amazon.com/free.
AWS account name
Choose a name for this
s @ ™\
- Verify email address
OR
Sign in to an existing AWS account
& ©® D 5 ceotevourhareree Ao x |+ - 0 x
<« C ® () hitpsy/azure microsoft.com/en-us/free/search, M o [ o
BE Azure  eloev Productsv Solutionsv Pricing v Partners v Resources - L. Support  Contact g .

Build in the cloud with an Azure free
account 5

Create, deploy, and manage applications across multiple clouds,
on-premises, and at the edge

Start free Pay as you go

Popular services 55+ other services Start with $200

free for 12 months free always

o View all services + View all services

Azure credit

2L You'll have 30 days to use it—in addition to

f
mmmmmll ©) Chat with sales [EEEOY
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Journey to the Cloud: Challenges

Amazon VPC

« Governance, Auditing, FINMA, ... p

A
Virtual Networks

» Connectivity to the on-prem systems

» User management

 Cost control and management =~ ==° AWS Ideniiy and oS
Management
(IAM)
Cost Analysis AWS CloudTrail
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Moving to the cloud is not easy

Need a well-defined architecture, and
well-defined processes



02 Requirements
in the Cloud




Main requirements

Being multi-cloud (AWS and Azure)

Integrate with existing services

Each team responsible of their accounts/subscriptions if not managed by
external partner

Should be built in a self-service way
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Network requirements

1

& L

Firewall
Amazon VPC
A
5 2@1—”% 63 == |
== -2
Firewall . Firawall Firewall
Amazon VPC AWS Transit frewa

Gateway

o

==

Firewall

Amazon VPC

On Prem

A

Firewall Virtual Networks
» |
>b{ OO0 O
Virtu»lork Firewall Virtual Networks
Gateways

(e

Virtual Networks
Firewall
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Governance requirements

 Single Sign On (SSO) with Role Base Access Control (RBAC)
 Audit logs saved centrally
» Geographic limitations

* Required policies
* Encryption required
* No public IP addresses (internal resources)

* Forbid too expensive services
12 helvetia A



Rough setup
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AWS
Organizations

(" ForgeRock' ~ >

-

Azure Active Directory

Account

AWS Identity and
Access
Management
(IAM)

Route table

172.16.0.0
172.16.1.0

Spoke VPC

AWS CloudTrail

I

-infoblox - A A

Groups UEErs
A
v ]
]
Azure Subscription
@ Management Groups
/o ° .\
mazon Route 53 DNS Zones Spoke VNET
e >/0 Yy > l I
HUB Vnet
HUB VPC
Default NSG Route Tables

Diagnostics
Workspaces Settings

splunk> -

Azure Sentinel
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Need to deploy many assets
and configurations in newly
created subscription

Done multiple times

Updates also done on existing
accounts/subscriptions



03 First trials

How to do everything wrong!




ClickOps

YU'NO STOP

__ CLICKING BUTTON?!
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ClickOps

Pros: Cons:
* None * Everything

7 heretiaA



Cloud provider native tools

AWS Azure

* CloudFormation Templates - ARM Templates
« State machine with Step Functions » Blueprints
 Parameter Store * Policies

* Secret Manager

18 heretiaA



Cloud provider native tools

Pros: Cons:
* Well-supported tools

No uniform tool

» Well-integrated in the platforms

Lot of knowledge needed

 Well documented

No one can manage both platforms

« Take advantage of platform specificities

No way to manage external tools easily

1o heretiaA



We need to find a tool that can
manage both platforms



04 Solution

Using Terraform to deploy
infrastructure at scale




Request workflow

* For audit purpose, must be triggered

22

by Service Now (SNOW)

Some manual approval is needed
before an automated process takes
place

$ o

1w A Azure Platform: New Subscriptic X +

< O M (33 https://helvetiaserv... @ A ¥ [ % 228 Q

<

Back

Azure Platform: New Subscription
New Subscription

Use this form to order new Azure Subscription.

Important: To be able to use the Azure Cloud Platform,

you need an Admad account
@ (https://wiki.helvetia.group/x/8pbWbw).
public cloud platform

&5 :
Indicates required

*Due Date

| 06.06.2024

Requested for

*Project, Service Name

‘App\iccﬂfon

v/ €
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Single source of truth

Contains all information needed for a
subscription

Easy to read and understand for
humans

Machine parsable/writable

Can be created/edited by a SNOW
ticket or directly by a Pull Request

23

: che

. prod

: ABCDEF
: hans.muster@helvetia.ch
: GHIJKL
: maria.bernsconi@helvetia.ch

. azr-gdps-gas-prod
: North Europe

10.0.0.0/24
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Full diagram

 Details are in the account YAML file
* Account Factory creates the A P -y

account/subscription as wellas a (@@
Terraform workspace %
» This workspace will deploy the R PG TR —
infrastructure in the conmaes
. “ -
account/subscription Y 1 B—
* We can a_ldd further GitHub s =’<CRLSOMGD © O @
repositories and Terraform
workspaces ﬂ
* These ones will connect to the
account/subscription with a trust (P
relationship. i
rees !.ﬂ—azsz:.::::::hﬁ,,
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Filling the gaps

* Request done in SNOW

* Once approved, SNOW triggers an
AWS Lambda function

« RBAC roles are created

* |IP range is requested and reserved In
IPAM

* Output is saved in a YAML file,
committed to GitHub N o

Terraform

Get IP range

- GitHub automatically runs the
Terraform workspaces

25 helvetia A



Challenges

» Using HCP Terraform. No control on the order of running
 Using fail safe resources
 Trigger other workspaces at end of each one

« Changes automatically applied. What in case of failure?
« Making process fail safe
« Monitoring carefully each failure

» Change in landing zone infrastructure triggers ~600 runs
* Be patient and kind with your colleagues ©

26
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Next steps

 Improve speed and efficiency

« Maintain our codebase by including new features that are constantly released
 Ephemeral resources
* Actions
« Stacks

a7 heretiaA
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Thank you for
e your attention.
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Matthias Mertens
Cloud Solutions Architect
matthias.mertens@helvetia.com
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