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OpenShift cluster — Virtualization

Namespace (Project)
« Network
« Storage

Service Account and Service Account Token
« Roles and role bindings for the service account
https://github.com/citrix/citrix-mcs-sdk-samples/tree/main/OpenShift/Hosting%20Connection/Role/

Citrix Components BE s
« Delivery Controller (Broker) mm Windows 11

+ MSSAQL o= Windows10
o StoreFront

Other Components Red Hat =& Windows Server 2025
« AD (EntralD)

- DNS am Windows Server 2022
« DHCP |

© & am Windows Server 2019

am Windows Server2016



Add Connection and Resources

@ Connection Connection
@ Namespace Selection | ! Use an existing connection

@ Storage Selection

i
[

® Network (@ Create a new connection

Zone:

® Scopes ‘ Sebastian RL
@ Summary

Service account token:
WoivzlefWdd7kpjY 70PF+Drp2j0lQTewa0TSyiIR+MhHhgGIMGPBEAU
Q0kttHWKnASj4ofmNvBHY luAubl
OVjys1cEOFzoUrV3zcUm4lu OBbx XDnZ0OR4rKIW3J10LIdbCxC7
TuhRyyBEZ0+)1)fgDetZ31elkGKOA

Connection name:
RedHatOSV

Create virtual machines using:
Citrix provisioning tools (Machine Creation Services or Citrix Provisioning)

Other tools




Add Connection and Resources X

Add Connection and Resources

o Connection Namespace Selection

@ Namespace Selection Select a namespace for this connection.

@ Storage Selection - Select namespace

1g)




Machine Catalog Setup

@ Machine Type Machine Type

@ Machine Management Select a machine type for this catalog.

@ Desktop Experience

@ Machine ldentities

@ Domain Credentials

Summary

Multi-session 03
The multi-session 0S machine catalog provides hosted shared desktops for a large-scale
deployment of standardized Windows multi-session OS5 or Linux OS machines.

Single-session 0S5
The single-session 0S machine catalog provides VDI desktops ideal for a variety of
different users.

Remote PC Access

The Remote PC Access machine catalog provides users with remote access to their physical office
desktops, allowing them to work at any time.

There are currently no power management connections suitable for use with Remote PC
.

RACCESS.
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Machine Catalog Setup
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Machine Management

Desktop Experience

Image

Virtual Machines

Machine Identities

Domain Credentials

Summary

CRCORONCRONON®,
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Machine Management

This machine catalog will use:
@3 Machines that are power managed (for example, virtual machines or blade PCs)

Machines that are not power managed (for example, physical machines)

Deploy machines using:
'I§ir Citrix provisioning technology
@ Citrix Machine Creation Services (MCS)

Resources:

RedHatOSV_vLan223_250TB (Zone:Primary)

No PVS sites have been registered.

Other service or technology

| am not using Citrix technology to provision my machines. | have machines already prepared.

Note: For Linux OS machines, consult the administrator documentation for guidance.

D)



Machine Catalog Setup X X

@ Wachine Type Desktop Experience

e Machine Management Which desktop experience do you want users to have?
| want users to connect to a new (random) desktop each time they log on.

Desktop Experience i .
@ pEXD @ | want users to connect to the same (static) desktop each time they log on.

Image
@ Do you want to save any changes that the user makes to the desktop?
@ Virtual Machines '@' Yes, create a dedicated virtual machine and save changes on the local disk.

Mo, discard all changes and clear virtual desktops when the user logs off.
@ Machine ldentities

@ Domain Credentials

Summary

D
T



Select an image

Select a master image (snapshot or VM) G Refresh

7 elux VDI 2505

¥ eluxVDI 2508

~

NUC-ADO1

e

NUC-CCO1

e

NUC-CC02
NUC-DDCO1
NUC-NS01

NUC-NSCO1

N L

MNUC-OPMSense

e

NUC-SCOUTD2
NUC-SCOUTO3
NUC-SFO1

MUC-50LM

N

NUC-50L02

e

NUC-SR01

~

NUC-5501
» NUC-5502
~ NUC-5503
~ MUC-5503 - Snapl
NUC-5S01-Snap2
¥ NUC-WOT1 (DT)
» NUC-W02 (NoDT)
» NUC-W03 (Master)
¥ NUC-WEMO1
¥ Ubuntu Jammy Jellyfish 22.04 (1)

7 WindowsServer2022

«

‘ U



Machine Catalog Setup X

CHCNONON I N N

Maching Type

Maching Management

Desktop Experience

Image

Virtual Machines

Machine ldentities

Domain Credentials

Summary

Virtual Machines

How many virtual machines do you want to create? Enter O (zero) if you do not want to create any.

2

Configure your machines.
Total memory (MB) on each machine:

2192

Select a virtual machine copy mode.
@ Use fast clone for more efficient storage use and faster machine creation.

Use full copy for better data recovery and migration support, with potentially reduced IOPS after the
machines are created.

Cancel

D)



Machine Catalog Setup

Machine Type

Machine Management

Desktop Experience

Image

Virtual Machines

Machine Identities

Domain Credentials

@000 00

Summary

D B

On-premises Active Directory

Each machine in the catalog must have a corresponding Active Directory computer account. Create
accounts or use existing accounts.

Select an Active Directory account option:
@) Create new Active Directory accounts

Use existing Active Directory accounts

Location (domain) for those accounts:

ctx.lab 0

> Accounts
~ Computers
> ccc
~ DDC
DT
> No_DT
> WEM
> eLux
? Services

> Users

Selected location:

Machine account naming scheme

Specify account naming scheme: Wildcard (#) type
[ RHOSV-W11-#4 ] @® 09 AZ
RHOSV-W11-01 3 characters left.

Specify numbers the account names start with (optional)

fter the
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Machine Catalog Setup

9 Machine Type Summary

9 Machine Management
Machine type:

° Desktop Experience Machine management:
Provisioning method:
° Image
Desktop experience:
0 Virtual Machines
9 Machine Identities Resources:
. . Master image name:
° Domain Credentials
VDA version:
Summary Number of VMs to create:
Virtual CPUs:
Memary (MB):
Hard disk (GB):
VM copy mode:
Identity type:

Computer accounts:

New accounts location:

Account naming scheme:

Nomain credentials
Machine catalog name:

Windows11-RHOSY

Single-session 08
Virtual
Machine creation services (MCS)

Users connect to the same desktop each
time they log on

Save changes on the local disk
RedHatOS\_vLan223_250TB
NUC-5S01-Snap2

2206 (or later)

2

4

8192

64

Fast Clone

On-premises AD

Create new accounts

ctx.lab (Domain)
0U=DT.0U=DDC,0U=Computers,OU=NUC.D
C=ctx,DC=lab

RHOSV-W11-#:

rtx lab\sshastian

Machine catalog description for administrators (optional):

Example: Windows 7 SP1 desktops for the London Sales office

To complete the deployment, assign this machine catalog to a delivery group by selecting delivery

groups and then create or edit a delivery group.

fter the
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Create Delivery Group

0 Machines
0 Delivery Type
° Users

0 Desktop Assignment Rules

0 App Protection
@ roticy set
@ Summary

Summary

Machine catalog: Windows11-RHOSV
Machine type: Single-session 0S
Allocation type: Static

Machines added: CTX\RHOSV-W11-01
CTX\RHOSV-W11-02
2 unassigned

Suspend capability: Optional

Delivery type: Desktops

Allow list: CTX\CTX-Admins;CTX\CTX-Users;CTX\CTX-Demo
Desktop assignment rules: Windows 11-RHOSV

Launch in user's home zone: No

Manage Autoscale Disabled

App Protection: Anti-keylogging, Anti-screen capture

Folder: Delivery Groups\

Time zone: (UTC) Coordinated Universal Time

Delivery group name:

Delivery group description, used as label in Citrix Workspace app (optional):




(@, Citrix Workspace

User name;
ctx\sebastian
Password:

cifrix




@ Citrix Workspace

2 Citrix 2 Unicon
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Good afternoon, Sebastian Kisiel
Sunday, October 26, 2025
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@ Citrix Workspace

£ Citrix T2 Unicon

o Srodowisko Demo

Good afternoon, Sebastian Kisiel
Sunday, October 26, 2025

Home Apps Desktops

Stepping Stones Windows11
Desktop Desktop

Powered by Cifrix

1, Search Workspace

WindowsDT

Desktop

Windows 11-RHOSV

Desktop
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elLux Scout

. Secure endpoint OS Endpoint management platform
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eLux Security layers of defense

Custom Linux

kernel build with

own kernel
configuration

/’

Secure network
communication
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access
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Read-only file
system

Encrypted file

number of default system

components are
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Individual
customer software
images

P

Regular security
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support

Additional security
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Secure login

procedures include

Active Directory,
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providers

Option to limit
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signed packages

only
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deviceTRUST Context Aware Access

Pre-auth checks @

(

Identity Verification
Device Posture

nhet>scaler

Trusted Capabilities - Built over the years:

Multi Factor Authentication

\_ Authorization Policies

© Copyright 2025 Cloud Software Group, Inc.

>

HDX

Workspace App
With deviceTRUST

—." .
Post-auth checks ) device

Enhanced Security

New checks with acquisitions:
Real-time Context
Contextual Access and Actions
Zero User Interaction

o Proven and customizable templates

J

\

Application



deviceTRUST — In a nutshell

Console

End pOint VDA @ Graphical Admin Interface

(Remote Desktop) Use Case Templates

G
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Client Extension "1 Agent

I : Virtual Channel L><

/ \
unicon
IGEL @ EEMicrosott ({1 Bupun

stratodesk

Policy distribution engine

Group Policy Object (GPO)

File-based

Intune

WEM

Action
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Active Layer Configuration Layer
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‘ace
ates

Dostep zostat zablokowany.

Your access has been blocked.
Wykryto dziatanie niedozwolonej aplikajc i- Snipping Tool. Dostep do sesji pulpitu zostat zablokowany.

Aby uzyskac wiecej informacji nalezy skontaktowac sie z dziatem IT HelpDesk.

Unauthorized application detected - Snipping Tool. Access to the desktop session has been blocked.
For more information, please contact the IT HelpDesk.

Rozlgez / Disconnect

P AutoPlay o= X
A
)

UNTITLED {F:) .

Thzr? S'f problem with this drive. Scan the drive now ) | rrl X
and fix it.



uberAgent

One product for all your environments & platforms
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This dashboard displays a high level overview of your environmem.t}he lowest score is 0.0. The highest score is 10.0. The higher, the better. The data is updated every full and half hour. Click on a value of interest, to get a drilldown.

Filter field: Filter operator: Filter expression:
Host v in v ! m Hide Filters
Add filter
Today Over time
10 - - — ~
99 98
~— 74
- Experience score
Wed Mar 6 Thu Mar 7 Fri Mar 8 Sat Mar 9 Sun Mar 10 Mon Mar 11 Tue Mar 12 Wed Mar 13
2024
. . .
Machines User sessions Applications
Overall machine score Overall session score Overall application score
Machine component scores

Session component scores

CPU

10.0 &

Application component scores
Disk 10

10.0 &%

Stop errors CPU

Disk 10 Logon duration

CPU
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Disk 10
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App errors
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9.8 i
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Security Score v >rocesses DS Component 5 uberAgent

Security Score Edit | Export v

The Security Score dashboard monitors the organization's security status by combining the key data sources Security & Compliance Inventory and Threat Detection Engine. It presents a comprehensive overview of the security score on a scale from zero to ten. The higher
the score, the better your security level. Overall and category scores are calculated daily and compared to the past seven days, while test and tag analysis utilizes data from the 24 previous hours. Click on a value of interest to get a drilidown. SCI events are evaluated
periodically every 30 minutes. To manually trigger the evaluation search, click the 'Refresh Now' button located at the bottom of the dashboard.

Filter field: Filter operator: Filter expression:
Host v |[ m E m Hide Fiters
Add filter
Today Over time % uberAgent host to license distribution

Q & 1 O 25mago

2UXM ZESA

Threat Detection Engine
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NetScaler Gateway for Citrix Workloads
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het>scaler

App Delivery & Security Access Security Automation/Observability
(]
E Optimized resource utilization and user experience Saves bandwidth and improves performance Provides secure access to apps with AAA RESTful API for programmatic ADC configuration
',E- Content Switching Multi Factor Authentication Observability
8 T e VR o T e ) el ) e Ty Reduces latency by storing web content Bolsters security through flexible MFA options Integrations with all major Observability tools
°‘2 SSL Offloading Platform Security Secure Private Access Analytics
g Enhanced security and improved application performance Advanced features to secure the NetScaler platform Delivers secure VPN-less access to applications Simpler and scalable way to gain various insights
= .. . .
5 Global Service Load Balancing Application Security VPN SNMP / Metrics / Logs
= Delivers consistent user experience globally WATF, API security and Bot Mitigation Delivers secure remote access and app delivery Offers granular performance and health metrics
9
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NetScaler Console an
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Citrix - Connecting Your Ecosystem, Not Complicating It
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