Red Hat .
Summit

Connect

From Code to Outcomes
OpenShift, the Platform for the Agentic SDLC

Siamak Sadeghianfar
Director of Product Management
Hybrid Platforms, Red Hat



Al is transforming how we build software

3 . =
85% 51% 41%
of developers use use Al coding agents of new code is

Al coding agents every day Al-generated

Source: Developer Productivity Statistics with Al Tools 2026




Evolution of Al Coding Assistants
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Autocomplete Inline code Chat-based Coding Autonomous
in code editors suggestions code generation agents agents
-2021 ~2022 ~2024 ~2025 2026-
Editor guesses next Completes entire Complete features Multi-file edits, tool Clone repos, plan
few characters functions from a from a natural calling, and iterative architecture, run full
signature language description self-correction tests, submit

pull-request



Model capabilities has increased exponentially but productivity
gains in software development has hit a plateau

Development Productivity

Model capability

2024 2025 2026 2027



The Software Development Lifecycle (SDLC)

Requirements Design Code Test Review Deploy



Code is no longer the bottleneck

16%

Requirements — Design — Code — Test — Review

Deploy

|
84%

..but the bottleneck was never coding, it was
everything that comes before and after



How you use Al matters more than whether you use it

Vibe coding Agentic engineering
L
Prompt, accept, ship. No Al implements features within
tests, no review, no organization constraints,
guardrails verified at every step
What's different?

Verification and human judgment
surrounding the Al's output



Al is also reshaping the security landscape

From Vulnerability to Exploitation

TTE (Time-to-Exploit) measures the gap between CVE disclosure and confirmed exploitation
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The New Scale of Software Development

A

Human Speed

Dozens of pull-requests per day
Static Cl capacity planning
Manual approval gates
Trust by process and ownership
Handful of CVEs
45-90 days to patch CVEs

=

Machine Speed

Hundreds of pull-requests per day
Elastic on-demand Cli
Automated policy-driven
Trust by verifications and provenance
Thousand of CVEs
>14 days to patch CVEs



The System is Called Software Factory

Delivering software at machine speed

Agentic Software Factory

T Jira

& Confluence

L2 Design&develop  —— 2 Build &secure —— LI Deploy & monitor — Serc\;llcen w
itHub

Organisational context Agent orchestration Governance & policies v GitLab

Application Build & Delivery
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The System is Called Software Factory

Delivering software at machine speed

Agentic Software Factory

,‘Eﬂl Design & develop B ,‘Eﬂ‘ Build & secure B ,‘Eﬂl Deploy & monitor

Organisational context Agent orchestration Governance & policies

BUILD RELEASE DEPLOY MONITOR

SLSA Build L3 Compliance

T Jira
& Confluence

servicenow
GitHub

Ay GitLab



Design and Develop

I

Define intent, commit the plan

Self-service template pre-configures repo,
Cl, and deploy targets with the developer's
approved design in the Git repo

Implement

Agent generates the implementationin a
consistent sandbox environment using
trusted images and libraries

Submit

Code, tests, and send a pull-request to the
application code repository for review

g Design & develop

Agentic Software Factory

gﬂ" Build & secure

— ﬁg" Deploy & monitor

Organisational context Agent orchestration Governance & policies
& RedHat N
. erver
OpenShift
Runtimes Developer Portal Dev Workspace
Hardened Images Migration Toolkit Agent Workspace




Build and Secure

Build and verify

Build pipelines test, run evals of agent
output, scan for vulnerabilities and security
policies

Sign and store

Images, pipelines, and security scan results
are signed and store in tamper-proof record
for provenance checks

Approve and gate

Security policies check provenance and
compliance, a human approves high risk
deployments

Agentic Software Factory

Q Design & develop Q Build & secure ,ﬁl" Deploy & monitor
Organisational context Agent orchestration Governance & policies
RedHat P
. erver
OpenShift
Builds Singing & provenance CVE scanning

Software composition

analysis Build security policies

Elastic pipelines




Deploy and Monitor
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Canary deploy

Fraction of traffic first and roll out to entire
traffic, with automated promotion and rollback

Monitor and act

Monitor application health and security posture,
identify drift and security threats and take
action

Maintain & remediate

A CVE lands for a dependence, Lightwell
remediates, the same pipeline rebuilds,
re-signs, redeploys.

Q Design & develop

Agentic Software Factory

— gﬂ" Build & secure

ﬁ% Deploy & monitor

Organisational context Agent orchestration Governance & policies
& RedHat N
. erver
OpenShift
. N . Drift and thread
GitOps Application Promotion detection
Canary Rollouts Runtime security policies CVE remediation




The arm Start with the factory.
cloud-native Not the agents!

Fro

m containerization
to optimization on
Red Hat OpenShift

¢’ red.ht/playbook
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Agentic Software Factory

Delivering software at machine speed

Agentic Software Factory

Design & develop &= — Build & secure = — Deploy & monitor &

Organisational context ——  Agentorchestration = —— Governance & policies

BUILD RELEASE DEPLOY MONITOR

Agent & Dev workspaces CVE Remediation Elastic pipelines Policy & compliance
Software templates Signing & attestation GitOps deployments Observability
Trusted artifacts Supply chain provenance App promotion Sandboxing & Isolation

SLSA Build L3 Compliance

T Jira
& Confluence

servicenow
GitHub

Ay GitLab



