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Trust no one : Software pipelines 
for secure software development



Safeguard build 
systems

Developers struggle to keep code compliant given high cognitive load

Identify & remediate 
malicious code

Continuously monitor 
applications at runtime

Adherence to 
regulation/compliance

Confidence in 
software integrity

Enhanced trust with 
customers/stakeholders



Code, build, deploy & 
monitor to create a 
Trusted Software 
Supply Chain



Securing the software supply chain
A simple build process
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Securing the software supply chain
Signature validation - ensure commits are acceptable and genuine
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● “Keyless” signing and verification 
● Sign on commit (gitsign)



Securing the software supply chain
Ensure the base image is vulnerability free
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vulnerability analysis



Securing the software supply chain
Don’t manage the base image
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Securing the software supply chain
Ensure the new image has no vulnerabilities introduced by the build process
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New image is stored in an 
OpenShift image stream 

● Image is stored in a temporary OpenShift image stream to allow time for vulnerability scan
● If clean it is then pushed to the enterprise container repository
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Securing the software supply chain
Creating and storing a Software-bill-of-materials
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Securing the software supply chain
Pre-deployment validation
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SLSA Provenance validation

● Where did the artifacts come from ?

● What sources were used ?

● How was it built ?

○ Validate that GitLab Runners was the build platform

○ Validate that a vulnerability scan was performed against a 

specific ACS platform

○ Validate that required source code analysis was done

○ Validate that the deployment resources have been 

reviewed for policy violations

○ Examine and validate SBOMs

○ Did a task run between the clone and compile stage?

{
  "_type": "https://in-toto.io/Statement/v0.1",
  "predicateType": "https://slsa.dev/provenance/v0.2",
  "predicate": {
    "builder": {
      "id": "<URI>"
    },
    "buildType": "<URI>",
      "parameters": { },
      "environment": { }
    },
    "buildConfig": { },
    "metadata": {
      "buildInvocationId": "<STRING>",
      "buildStartedOn": "<TIMESTAMP>",
      "buildFinishedOn": "<TIMESTAMP>",
      "completeness": {
        "parameters": true/false,
        "environment": true/false,
        "materials": true/false
      },
      "reproducible": true/false
    }
  }
}



Securing the software supply chain
Give the development team the right tools for the task



Securing the software supply chain
Give the development team the right tools for the task

● Dependency analysis information available directly from the editor such as VS Code



Assess open source license implications

● rhtpa/osv-github

○ Github security advisory formatted in the OSV schema

● rhtpa/redhat-csaf

○ Red Hat security advisories

○ Common Security Advisory Framework (CSAF) & Vulnerability Exploitability 

Exchange (VEX) data

○ Contextual information - fixed, known affected or known not affected  

● License Summary
○ Permissive - Freely use, modify and distribute

○ Week copyleft - Requirement to open-source modifications made to the library

○ Strong copyleft - Your entire application source must be made open-source

○ Unknown - Investigate !

○ (Other conditions and rules apply - read the details)



Deploy only validated container images
Secure the production environment
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Deploy only validated container images
Advanced Cluster Security Policy



ACS view of the image
Vulnerabilities and evidence of signing



Build with security focused CI/CD workflows
Efficiently track and trace security issues to remain industry compliant



Securing the software supply chain
Runtime analysis for out of compliance apps and communication

● Monitor application execution - use of dnf, curl or wget, for example

● Create and validate network policy for microservice isolation

● Notify security teams of violations as they happen

● Validate compliance of clusters, namespaces and individual deployments against standards
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